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| Muc tiéu

Mang lwéi thong tin
lién lac va Internet

va sw cong tac

Truyén thong dién tir

| Noidug |

* Xac dinh nhirng nguyén tiac co ban
= Nhitng lgi ich va rui ro.

= Xac dinh cac loai hinh khac nhau

» St dung cac ng dung thw dién tir

* X4c dinh viéc st dung thich hop va “Quy tic duwong -
Rules of Road” vé truyén thong truc tuyén/”Quy tic -
netiquette”

4/19/2016
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’ Muc tiéu

St dung Intrernet va
World Wide Web

Tac dong/anh hwong
cua may tinh va
Internet
doi voi xa hoi

= X4c dinh thong tin trén Internet, www va web site,

= Kha nang st dung rng dung trinh duyét Web,

» Hiéu dwoc ndi dung dwoc tao, dwoc dinh vi va dwoc
danh gia trén World Wide Web.

= May tinh dwoc st dung trong cac linh vyrec khac nhau,
* Nhirng rai ro cia viéc sit dung phan cirng, phin mém,
= Cach st dung may tinh va Internet.
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!éﬁ Cac yéu cau ky nang i

Mang va Internet

4/19/2016 Tai liéu tap hun IC3 GS4 - Living Online 5

!£€ Cac yéu cau ky nang i

Sw lién két va truyén thong dién tir
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!Lﬁ Cac yéu cau ky nang i

Xac dinh cach sir dung thw dién tw

4/19/2016 Tai liéu tap hudn IC3 GS4 - Living Online 7 .

!&g Cac yéu cau ky nang

Sw tworng thich ciia cac loai cong cu truyén thong/lién két; “Rules
of the road”; “Netiquette"
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!v'Tg Cac yéu cau ky nang

Sw twong thich cta cac loai cong cu truyén thong/lién két; “Rules
of the road”; “Netiquette"

» Xac dinh cac phwong phap truyén thong khac nhau

» Xac dinh lgi ich ctia cong cu truyén thong

= X4c dinh cic van dé chung ctia céng cu truyén théng

» X4c dinh cic thanh phin cta cong cu truyén thong chuyén nghiép va hiéu qua

» Xac dinh viéc str dung cac dinh kém email va cic thong tin b6 sung khac

» Xac dinh cic van dé lién quan dén cac email “rac” (spam) va cach han ché /diéu
khién cac thw rac

= Xac dinh cac chirc nang hiéu qua cho viéc dam bao an toan va str dung mot cach
c6 hiéu qua cong cu truyén thong

4/19/2016 Tai ligu tap huan IC3 GS4 - Living Online 9

!v’Tg Cac yéu cau ky nang i
’ St dung Internet va World Wide Web

» Xac dinh thong tin vé Internet va www. Cach st dung cac rng dung web
browsers

* Phin biét gitra Internet (mang may tinh) va www (tap cac trang lién két thong
tin va rng dung dung internet dé trao doi thong tin truc tuyén)

» XAc dinh thut ngit lién quan dén Internet va www

» Xac dinh cac phan tir trén mot trang web, cac loai websites va muc dich cia
ching

= Reload/Refresh dé hién thi mot trang Web

* Hién thi history cia mot sé trang web méi mé, bat chuyén dén trang trwéc, x6a
lich st cac trang da mé.

IvI
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!V’Tﬁ Cac yéu cau ky nang
’ St dung Internet va World Wide Web

Tim kiém théng tin trén mot trang web, Quan Iy Bookmarked /Favorite

Sao chép thong tin tir web vao cac wng dung khac (VD nhw van ban, media,...)
Download mot file tir web, in thong tin trén web

Xac dinh cic van dé lién quan dén viéc sir dung web

Hiéu va danh gia cic ndi dung ctia

trang web.

Xéc dinh cach tim kiém théng tin

Str dung may tim ki€ém dé tim kiém thong tin trén mang

Xac dinh cic van dé lién quan dén chit lwong thong tin tim dwoc tir internet
Trach nhiém va théi quen khi tao hay st dung ndi dung thong tin truc tuyén

IvI

!!Tg Cac yéu cau ky nang

Sw anh hwdéng ciia mang va Internet doi véi xa hoi

Cac linh virc ma mdy tinh dwoc st dung: Cong viéc, trwong hoc, va tai nha

CNTT va Internet dwgc st dung nhw thé nao tai céng viéc, tai nha, hay tai
trueong hoc

Xac dinh cach giao tiép truyén thong cua con ngudi véi cong nghé cii st dung
may tinh

Néu cach ma mdy tinh va Internet da thay ddi quy trinh giao tiép cli bang mot
cach thirc méi nhw thé nao?

Xac dinh cac rii ro cua viéc st dung phan crng, phan mém, cach st dung may
tinh an toan, hgp phap va c6 dao dirc.

Xac dinh cach duy tri méi trweong lam viéc an toan, hgp phap va dam bao strc
khoe.

Xac dinh dwoc cdc mai hiém hoa ctia viéc st dung may tinh trong thoi gian dai
Xac dinh cdc méi nguy hiém anh hudng dén dir liéu ca nhan va to chirc

IvI
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!V’Tﬁ Cac yéu cau ky nang i

Sw anh hwdéng ciia mang va Internet doi véi xa hoi

» Xac dinh dwoc cac moéi de doa dé€n phan mém may tinh

» Xac dinh dwoc cac li do han ché truy cip file, thiét bi nhé, may tinh, mang,
internet, va mot so trang cua Internet.

» Xac dinh cac li thuyét lién quan dén viéc cac théng tin dwoc coi 1a thong tin ca
nhan hay khéng, cidc quy dinh vé sw s& hitu, quyén lién quan dén cac dir liéu.

» Cach phong tranh cdc méi de doa tir thwong mai dién ti

= Cach bdo vé quyén ca nhan, an toan ca nhan trén mang dé tranh bi ltra dao, mat
cip, va cac tai hoa khac tir mang.

» Cach st dung cac quy dinh vé thong tin trong may tinh va trén mang Internet,...

» Néu dwoc sw thuin loi va bat loi ciia viéc c6 mang may tinh .

- "
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!!Tg Cac yéu cau ky nang i

Sw anh hwdéng cia mang va Internet doi véi xa hoi

» Hiéu dwogc Internet la gi va cach dé két ndi mang Internet

» Hiéu cac cach chia sé thong tin khiac nhau va cach sir dung email

» Hiéu Email 1a gi va cach thirc lam viéc trén nén mang Internet

= Hiéu cach thiét 1ap dia chi email, cAich nhin/giri email

» Biét cach st dung email, hi€u thé nao la thw rac, cac vin dé lién quan dén email.

» Biét cach sir dung Microsoft Outlook dé giri va nhan email.

» Hiéu trinh duyét web (web browser) la gi va cach thirc lam viéc cliia web browser.

» Biét cich st dung IE dé€ tim kiém thong tin trén Internet.

» Biét cach s dung cac cong cu tim kiém nang cao, danh gia thong tin tim dworc
trén Internet.

IvI

» (6 thé twbao vé minh va biét cach truy cip Internet mot cach hop phap va an toan.
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!gﬁ World Wide Web i

Suw khac nhau gitra Internet, World Wide Web va Trinh duyét

CAu trac cua mot dia chi Web (URL

Xac dinh cac thanh phan chinh cia mot trang

Chirc nang

Diéu hudng trinh duyét

St dung duyét Web theo thé
Lam viéc véi Bookmark
Xem lich st (duyét Web .

Tly bién cac tuy chon Trinh duyét Web <
4/19/2016 Tai liéu tap huén IC3 GS4 - Living Online 15 .

!ﬁg World Wide Web i

» Hé thong tai liéu dworc lién két véi nhau
» C6 thé truy xuit dwoc trén Internet;

“Siéu mang” cia cac mang may tinh

Cac trang web: cac tai liéu dwoc lvu triv

Truy cap cong khai; A 4 ”
y cap cong trén may chu web

Cac trang Web chira cac siéu lién két toi
cac trang Web khac (trén cidc may chua
web)

Cho phép cadc mang may tinh két noi
v&inhau (truyén tai dir liéu)

Cho phép lién lac giita cac cong ty,
ca nhan, t6 chirc hoc thuat,

Bao gom khoang 60.000 mang déc
1ap va 350 triéu ngudi dung
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Internet

két n6i v&i nhau;

Mang toan cau bao gobm nhiéu mang nhé

Bao §°mi,.DaX d’e}.n, ,b(-), dinh ’tuyervl, tf(-) La mot &ng dung dung Internet cho
chuyén doi, két noi vi sobng, may chu, cac
phén ctrng, phin mém hé diéu hanh.

!v’Tﬁ World Wide Web

‘ Sw khac nhau giira Internet va World Wide Web ‘

World Wide Web.

Mot hé théng cac tai liéu dwoc lién
két v&i nhau dwoc lvu trir trén cac
may chu Web;

phép nguoi dung giao tiép va chia sé
thong tin.

4/19/2016

Tai liéu tap huén IC3 GS4 - Living Online 17

Webpage
l Website

Home Page

Browser
ISP
(Internet Service Provider)

HTML
(Hypertext Markup Language)

!!ﬁ World Wide Web
Cac thuat ngir Web site va Internet

Mot tai liéu c6 thé dwoc xem bdi nhitng ngudi
truy cap World Wide Web

|M6t nhom cac trang web lién quan

Mot nit diéu hwdng "Home" cia mot trang web
sé hién thi trang chi cia trang web

Mot rng dung phan mém cho phép truy cip dén
World Wide Web

Nha cung c4p dich vu Internet - Duy tri va ho trg
két n6i mang cho khach hang (Comcast, AT&T,
NetZero)

Ngon ngir may tinh pho bién dwoc st dung dé
tao ra cac trang web

Tai liéu tap hudn IC3 GS4 - Living Online
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!v,Tﬁ World Wide Web

Cau truc mot dia chi Web (Uniform Resource Locator)
(Bo dinh vi tai nguyén thong nhat)
http://www.7314.ccilearning.com/Home /tabid /1652 /language/
en-US/Default.aspx

| http:// IDinh danh giao thitc (Identifier Protocol)
Tén tai nguyén (Resource Name)

* www: Tén may chu

* 7314.ccilearning: Tén mién da dang ky

*.com: Tén mién & cap do cao nhit
l Home/tabid/1652/language/en-US/ |Tén dwong dan thu muc (Folder)
Default.aspx |Tén tap tin/chwong trinh |.

4/19/2016 Tai liéu tap huén IC3 GS4 - Living Online 19 .

www.7314.ccilearning.com

!!Tg World Wide Web i

Cac dich vu khac dwoc cung cap béi Internet

E-mail E-mail khong dwoc coi la dich vu dwa trén Web.

- Danh sach dia chi nhitng nguwdi cung quan tAm dén
mot van dé cu thé;

- Khi E-mail dwgc giti dén danh sach, n6 dwoc dinh
tuyén dén tit ca cac thanh vién trong danh sach.

E-mail mailing lists

- Bang tin, cic nhém tin cung cip dé moi ngwoi glvi cho
Message boards and || ngwoi khac doc va tra 1oi;

newsgroup - Tin nhan dwoc dwa 1én nhém tin phai dwoc kiém
duyét va chip thuin cia nguoi diéu hanh J.
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Chat rooms

Instant messaging

FTP

Online Conferencing

!v’Tg World Wide Web

Cac dich vu khac dworc cung cap béi Internet

Cho phép giao tiép thoi gian thuc gitra mot nhém nguoi.

-Cho phép moi ngudi tro chuyén qua viéc danh tin nhan

trong thoi gian thue.

-AOL, Yahoo! va MSN, cung c4p dich vu nhan tin tirc thoi.

File Transfer Protocol (giao thirc truyén tip tin) cho
phép gtri cac tap tin c6 kich thwdc 1én qua Internet.

-Cho phép moi ngudi to chirc cudc hop do;

-Cac héi nghi truc tuyén cé sir dung phwong thirc thuyét

trinh trén may tinh hoac Webcam.

4/19/2016
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http

!,,Tﬁ World Wide Web

Cac giao thirc cuia Web site (Protocol)

ftp ||Giao thirc truyén tai tip tin (File Transfer Protocol)
Question Question Question Question

Giao thirc truyén siéu van ban (Hyper Text Transfer Protocol)

https ||Hypertext Transfer Protocol over Secure Socket Layer Question

4/19/2016
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!v’Tg World Wide Web i

Tén mién & cap dd cao nhat

.com |[Thwong mai va cac t6 chirc loi nhuédn
.edu |[C4c trwong cao dang va dai hoc (cac t6 chirc hoat dong gido duc)
.gov ||Co quan chinh pht hodc lién bang
.mil ||Cac t6 chirc quan suw
dint ||C4c to chirc qudc té

.net  |[Cac to chirc cung cip dich vu va co s& ha ting Internet

.org ||Cac t6 chic phi lgi nhuin va cac t6 chirc khac &’.

4/19/2016 Tai liéu tap huén IC3 GS4 - Living Online 23 .

!,’Tﬁ World Wide Web

Tén mién & cdp d6 cao nhat cé thé sir dung hai chir cai viét tit
cho tén bang hoac qudc gia
vn |Viét Nam | in |India
au [|Autralia | it |taly
br |Brazil | p |]apan
ca |Canada | mx |Mexico
cn |China | tw |Taiwan
dk |Denmark | uk |United Kingdom
fr |France | th |Thailand
il |Israel | |
I Vi du: www.google.vn J.
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World Wide Web

Trinh duyét Web (Web Browser)

IIG VIET NAM
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World Wide Web

IIG VIET NAM

INTERNET AND [

compurinG cont

comncanion i :
| Presented By
CClLearning
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t trang Web
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We are working to upgra the latest and greatest. Until we do, please note that you may experienc
issues while using In(emet EXD]OI’E[ 1 : B C|IC|( me TDO'S (the cog) icon at the top far right of the web browser screen. and then click Eompaﬂbillly Vlew
settings
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© Password:
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Nut 'ou apart from the.

ap hudn IC3 GS4 - Living Online 26

Cac thanh phéan chinh c
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!v,Tﬁ World Wide Web i

’ Cac meo trong Internet Explorer (IE)

The Home ||Vé trang chu cta trinh duyét: Question
button Tools = Internet Options = General tab = Home Page

The Star - Lwu va truy cap vao cac Website wa thich (favorite);
button - Favorites con dwoc goi la Bookmark. Question

Star = Add to Favorites.

The Gear Thiét 14p trang chd méc dinh:
button Gear = Internet Options = General tab = Home page.

The Back |- Hién thi cic Webpage truéc d6 (Alt+<); et
button - Gitr Back button hoac (Ctrl+H) dé xem lich stx.
Cache - B6 nh& dém lwu triv cac trang Web HTML; Question .

- Pwoc str dung dé hoan dap khi trang dé dwoc truy cap lai. b
4/19/2016 Tai ligu tap huan IC3 GS4 - Living Online 27 Mﬂ.

!v’Tﬁ World Wide Web i

| Cac phim tit sir dung trén Internet Explorer (IE)

Ctrl+H Hién thi lich si trinh duyét/Ctrl+Shift+H/Click * -
Ctrl+F Tim mot tir hodc cum tir trén trang dang dwgc hién thi
F5 Refresh (cip nhat) ndi dung trang Web dang dwgc hién thi
Triple Click ||Chon mdt doan (Paragraph) van ban.
Shift+Arrow ||Chon van ban

Ctrl+C Sao chép ndi dung dwogc chon

Ctrl+V Dan ndi dung da sao chép trudc do \f.
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Internet Explorer
(IE)
Mozilla Firefox

Google Chrome

Opera

S| 9 @

!v’Tg World Wide Web
’ Cac tinh nang va chirc nang caia trinh duyét

- Puoc Microsoft phat trién vao nim 1995;

- Pworc tich hop trong HDH Windows.

- Puoc phat trién béi Mozilla Corporation va Mozilla
Foundation nam 2004;

- Trinh duyét Ma nguén mé (Open Source)

-Dwoc phat trién thanh sdn phdm 6n dinh vao nam
2008;

-La m6t dw &n ma nguén mé goi la Chromium

-Puoc gidi thiéu vao nam 1994;

-Hién nay dwoc st dung trén mot s6 loai thiét bi

dién toan va thiét bi di dong. 4

4/19/2016
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Safari @

Nestcape >

!,’Tﬁ World Wide Web

Cac tinh nang va chirc nang caa trinh duyét

Puoc thiét ké va sit dung cho may tinh va cac thiét bi

dién toan cua Apple

- Pugc Nestcape Communications (AOL) gi¢i thiéu vao
nam 1994.

- Pwoc str dung cho ca PC va Macintosh;

- Nam 1998, Nestcape phét trién thanh ma nguén mé& va

dwoc st dung dé dwa ra cac phién ban cua Mozilla.

4/19/2016
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!v’Tg World Wide Web

Cac chirc nang cua co ban cua trinh duyét Web

Dia chi (URL) Cho ph(ip nhap dia chi trang Web vao thanh dia chi dé
truy xuat trang Web
[ o
|H http://www.msn.com/?ocid=ieh 0 ~ ¢ X | Stop Refresh
I ‘ Show Address Search
|
Dit liéu di chuyén trong dong thong tin tai 1én khi
Tai théng tin 1én nguoi dung gii/tai thong tin 1én
(Uploading) - T6c dd tai thong thuong: 128Kbps - 728Kbps

- Dich vu DSL: 640Kbps, 1Mbps hodc 3Mbps

4/19/2016 Tai liéu tap huén IC3 GS4 - Living Online 31

!,,Tg World Wide Web

Cac chirc nang cua co ban cua trinh duyét Web
Dir liéu di chuyén trong dong thong tin tai xuéng dén
Tai thong tin xuéng |/may nguwdi dung tir may chi Web
(Downloading) - T6c do tai thong thudng: 1Mbps - 6Mbps
- Dich vu DSL: 8Mbps, 12Mbps hoac 24Mbps
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!v’Tg World Wide Web i
] Cac chirc nang cua co’ ban cua trinh duyét Web

Puoc hién thi dwédi dang:
- Van ban: Puogc gach dwéi va toé mau,
Siéu lién két ||- Hinh anh,
(Hyperlink) - Cac vung cu thé trén doi twong dé hoa
Khi tré chuét vao vao vung siéu lién két, tré chudt chuyén
thanh biéu twong

GLOBAL STANDARD 4

Detail | Hide
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!,,Tﬁ World Wide Web i

Cac chirc nang cia co’ ban caa trinh duyét Web

Trong IE, viéc tim ki€m c6 thé nhap truec tiép tir thanh dia chi:
- Néu nhip day du URL, Website c6 dia chi dwoc nhap sé
Tim kiém dwoc truy xut;

(Searching) |- Né&u nhip mot thuit ngir hoac mot URL khéng day du

-> danh sach cac dich vu tim kiém xuAt hién -> chon dich vu
va kh&i ddng qua trinh tim kiém.

Ccdichvy | & Wi £-2sx| Thém dich
Y : N . istary Ay N
tim kiém Whale Watching - Bing https/fwwwbi..  Shift + Enter vu tim kiém
l——’ o poPp Add
4/19/2016 Tai licu tap hudn IC3 GS4 - Living Online 34
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V(L

IIG VIET NAM

d
Go[, b imbinge.. © - © X | Ml

World Wide Web

Bat chirc nang Search Suggestions trong Bing

|G Outeskcon: wioguen gl st -5g

| File Edit View Fovortes Tooks Help

1 I>bing  whale Watching

Search suggestions
Show search suggestions as you type.

4/19/2016
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V(L

IIG VIET NAM

l AND | Nutrition AND Apples
OR Apples OR Oranges
l NOT | Oranges NOT Color
LD Vital(nl\ilrligli\ll(\)lr]l) (é)\l:)ples
NEAR || Nutrition NEAR Apples
“ “Red Apples”
Site: “Apple Pie” AND Vegan
Site: allrecipies.com

World Wide Web

Cac toan tir tim kiém

|Cho két qua chira 2 tir Nutrition va Apples
Cho tat ca két qua chira Apples va tat ca két
qua chira Oranges

ICho két qua Oranges loai trir mau Oranges
Cho két qua Nutrition va Apples hoac
Vitamins va Apples

Cho két qua c6 Nutrition va Apples va cac tir
nay gin nhau

Cho cum ttr chinh xac

Cho két qua trén Website
www.allreceipies.com chitra Apple Pie va

Vegan Question

Tai liéu tap hudn IC3 GS4 - Living Online
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Anchor

Host

image

Link

V(L

IIG VIET NAM

Adventure tours anchor:camel

Samsung host:rogers.com

Volcanos image:mount st.
Helens

Ic3 certification
link:ccilearning.com

World Wide Web
’ Cac toan tir tim Kiém
Cho két qua cac trang chira cac siéu
lién két téi bat ky tour du lich c6

camel

Cho két qua céc trang vé san pham
clia Samsung v&i tén may chu Web

c6 chira cum tir rogers.com

Cho két qua cic website chira hinh

anh cta nui Itra St. Helen

Cho két qua cac Website ndi vé 1C3 .

c6 lién két vai ccilearning.

4/19/2016 Tai liéu tap huén IC3 GS4 - Living Online
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Back :
Forward
Refresh

Home Page

World Wide Web

Cac tinh nang caa trinh duyét

Cacnut 5E, || Back: Quay vé truéce 1 trang
- Forward: Di chuyén lén trwdec 1 trang
- Tai lai hodc hién thi lai 1 trang

- Trang cht cda trinh duyét va hién thi mac dinh
Trang chua 7‘\ - C6 thé dit trang chu cho trinh duyét thanh bat ky
trang Web mong muén
- C6 thé thiét 1ap Home page 1a mot trang Web tréng
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ne World Wide Web i

Thay doi trang chii mac dinh trong IE

Click £t = Internet Options = General
= e

| [ ceneral [secuty [ Privacy | Content | Connectons | Frograms | Advanced |

| Home page I

[ use qurent | [ use defauit | [ useblank

Browsing history

77, Delete ter » cookies, saved passwords,
) wives

Search

p Change search defauls.
Tabs

1| Change how webpages are displayedin
==
Appearance

s ) [ ] [ o] [Lpcemsbity |

Ivl
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I’G World Wide Web

IIG VIET NAM

’ Cac thé (Tabs)

a‘ )8 e v bing comyimages/st © ~ € X | [ msn - ‘EIOmbok.(nm—hl.l\guyen.p@... ‘ I Home page icon - Bing Ima.. * ‘I ‘
File Edit View Favorites Tools Help

~—T—
| CAc theé da dwoc kich hoat | Tao thé méi
Taothémé:i E[]ms" | A i M=
= — Close tab Ctrl+W
- Nhap chudt vao New Tab Comettab oo
_ Nhﬁp Ctl"l+T Ungroup this tab
Refresh F5
o o . N ’S o Refresh all
- Nhip chudt phai vao thé kich
" New tab Ctrl+T
Duplicate tab Ctrl+K
hoat ®>New Tab ;
" Reopen closed tab Ctrl+Shift+T
- File = New Tab Show tabs on a separate row
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V(L World Wide Web
IIG VIET NAM
’ Panh diu trang yéu thich (Bookmark-Favorites)

Bookmark ||Dénh diu cac Website yéu thich (thwong xuyén truy xuat)

Favorite ||Tén thuw muc (Folder) chira cac Website da dwoc danh dau.

M¢ Favorites Center: e
m}m: https:/blule2mzilk. © ~ @ Mic.. &

A N 3 o a x] o
- Nhép chudtvao - hoic - gﬂ,
_ . Suggested Sites £| Web Slice Gallery [E]] Home.wn
A}\Iha,n Ctrl+ . . * — |5 i ===

To chirc danh sach Fovorite: O | R T T

2 . Add to [l
- M& Favorite Center, Favorites | e [res [

2 .
- Mé& menu Add to Favorites Bar e

. o £] Web Slice Gallery
- Chon Organize Favorites
: = e Microsoft Websites
Ak L Nl Cul- MSN Websites
b | Websites for United Stetes
‘Windows Live

Turn on Suggested Sites.

IvI

!,’Tﬁ World Wide Web

| Lich sir duyét Web (History) |

* Chirc nang lwu lai URL ctia cdc Website di dwoc truy xudt trong thw muc
history cua trinh duyét trong mot thoi gian da dwoc thiét 14p;

* Cho phép truy xudt lai cac Website ma nguoi dung khéng nhé chinh xac dia
chi;

* Theo mdc dinh, IE lwu trit history trong thoi gian 20 ngay.

* Trong trwong hop truy xuit nhiéu dich vy, thw muc history c6 thé sé rat 16m,
kho quan ly, chiém nhiéu dung lwong dia cirng, 1am cham toc d6 duyét Web

* (6 thé diéu chinh thoi gian lwu triv va xoa history.
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!v’Tg World Wide Web

Hién thi Click - = History = Menu View by Date = Cac tuy chon;

History Chon va click trang Web can truy xuét lai.
Mo e thu Click vao lién két trong danh sach history
hep History
X6a Website
trong Click chu6t phai = Delete
danh sach

- Click ¥ = Safety = Delete Browsing History
(Ctrl+Shift+Delete) hoac;

X6a History |[|- Chon Tools trén thanh Menu = Delete Browsing History

hoac:

Cac thao tac trong History

- Click % = Internet Options = General = Delete

b
(=

!,’Tﬁ World Wide Web

\ Cac tién ich (Plug-ins/Add-ons)

La cac chwong trinh mé rong tinh nang trinh duyét (vi du: Windows Media
Player, Adobe Flash Player;...)

Quan ly cac tién ich:

1. Click¥¢ = Manage Add-ons =
Toolbars and Extensions;

2. Chon Menu Show = Chon muc

trong Menu;

. Chon tién ich trong danh sach;

4. Chon Enable/Disable dé bat tit tién
ich

w
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!gﬁ World Wide Web

Xoa cac tién ich (Plug-ins/Add-ons)

View and manage your Internet Explorer add-ons

Enabled
1400145

Publisher Stat

Name. us

| (Not verified) Bkav Corporation

Bkav Corp... Enabled :Dmio‘::&mlwm i
(Notverified) Bkav Corp... Encbled s DA
Block count: 0
Adobe Systems Incorpor... Enabled File: Flash32 15 0.0 167.0cx
Folder: C:\Windows!\Sy=WOWG!

Shockwave Flash Object
Adobe Systems Incorporated

Version: 140045 Type: ActiveX Control

¥
Search for this add-on via default search provider
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Cach thirc lam viéc cia mang Wired va Wireless

Cac dia chi dwoc str dung trong mang LAN
Mang dién rong (WANs)
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1. o DL

Tin hiéu Analog va Digital
Cac phwong phap két néi Internet

Vai tro cia Hé théng tén mién (DNS)

Vai tro cua bao mat

0 \ ?

Vai tro cua Firewalls va Getways

St dung mang riéng ao (VPNs)

Cac ky thuat do stra 16i cdn ban ..

4/19/2016 Tai liéu tap hudn IC3 GS4 - Living Online 47 .

Pinh nghia vé mang

Nhirng thanh phan clia mang:
1.Cac may tinh (Thwong dwoc goi la nodes hodc hosts)
* Thiét bi két ndi t¢i mang goi 1a note; Question
* Cac may tinh két néi téi mang goi 13 hosts.
2.Phwong tién truyén dan cho cac tin hiéu dién giira cac thiét bi
* Network Interface Card (NIC);
* Network Cable (thwong la CAT5) /NIC khong day (Wireless NIC).

_e
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rc TS B

Pinh nghia vé mang
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A o

Pinh nghia vé mang
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A o B

U'u diém cha viéc sir dung mang

bps Bit trén gidy

Kbps 1.000 bit trén giay
Mbps 1.000.000 bit trén giay
Gbps 1.000.000.000 bit trén gidy

1 o R

Cac yéu t6 anh hwéong dén toc do mang

4/19/2016
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-Con goi la mang dwa trén may chu;
Mo hinh -Str dung trong nhiéu doanh nghiép;
Khach/Cha || -Cac mdy tinh PC dwoc goi 1a hé thong may
(Client/Server) || khach;

Question -Bao mat hon mang ngang hang.
Mé hinh Mang -Ea(():irlr;al}ll Ot;gh tham gia c6 vai tro nhw nhau /@\
ngang hang &€ y 3 =1

-Khoéng c6 may chu trung tam;
-Windows 7 HomeGroup/MS Windows

:
Workgroup e .
4/19/2016 Tai liéu tap huén IC3 GS4 - Living Online 53 .

(Peer to Peer)

A o TR

Mo hinh mang
— ¥

M6 hinh dwa s ALK K
trén né n. - Goi 1a mang lién két noi;
- Chi can trinh duyét Web dé két néi.
Internet
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TCP/IP (Transmission Control Protocol/Internet Protocol)

va mang

- La bd giao thirc chuin cho cad mang LAN, WAN, Internet,

- La bd giao thirc cung cap cac services hd trg ma users thwc hién trén Web,

- T4t c& cdc HPH (Windows, Mac OS, UNIX/Linux) déu ho tro giao thirc TCP/IP,
- TCP dwoc str dung dé download tép tin

4/19/2016
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Detail | Hide

!vlag Két noi mang
Kich co mang (Network Sizes)

- Bao gbm cac khu vire nhé xung quanh khéng gian lam viéc;
Personal ||- Cho phép ngudi dung chuyén cac file va truy cip vao printer va
Area hardware khac;
Networks (|- Bao phu khoang cach trong pham vi 10 mét;
(PAN) - Puoc str dung dé két néi cac thiét bi duy nhat mot nguoi st
dung v&i may tinh cta ho.
Local Area |[- Mang LAN thuong nam trong cing mot VP hay toa nha;
Network |- C6 mottdc do cao va ty 18 16i thap; resiton
(LAN) - C6 thé dwoc do bang mét vi kich thwéc dia ly nho.

4/19/2016

w
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Wide Area
Network
(WAN)

Controller
Area
Network
(CAN)

4/19/2016

Kich c& mang (Network Sizes)

Két noi mang

- Mang riéng bao phu trén mot khu vuc dia ly rong 16n;

- K&t noi gitra cdc may tinh tai nhiéu dia diém;

- Puoc str dung dé két néi cac dia diém vian phong khac nhau cda
mot cong ty 16m;

- Bao gobm nhiéu mang LAN két néi v&i nhau.

- St dung cho cac hoat dong kiém soat thoi gian thwe (do lwong
va kiém soat nhiét do, chit 16ng, thoi gian, ...);

- Ban dau dwoc phat trién dé st dung trong xe,

- Co ché bao vé 16i tuyét vori dé ngan chdn cac van dé phat sinh;

- Gtti thong diép ngan hon so véi cAc mang khéc. .

Tai ligu tap huan IC3 GS4 - Living Online 57 .
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Mang cuc bo LAN (Local Area Network

- K&t néi tir 2 dé€n hang tram may tinh va may chu;

- Mang LAN nhd: Mang gia dinh két ndi vai mdy tinh, mdy in - khéng c6 may
cht - 1a mang ngang hang (P2P)

- Mang LAN lén: (mang dwa trén may chi) dwoc sit dung cho doanh nghiép.
Nguoi dung can dang nhip dé truy cap cac dich vu va tai nguyén mang.

e s - Card giao ti€p mang NIC (Network Interface Card)
Ketnoimang LAN || Thiét bi truyén thong (Wired/Wireless)
NIC | Wired/Wireless

(L w2 R -
Ket nor mang

Tai liéu tap hudn IC3 GS4 - Living Online
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YW R 2 2E -
Ket nol mang

CAc thiét bi LAN pho bién

Router

-Thiét bi két noi trung tam;
Hub ||-Thu thép cac tin hiéu tir cac thiét bi mang ca nhan, khuéch dai tin hiéu

Question || v3 giri dén tat ca cac thiét bi két ndi khac.

-Kiém tra cac goéi dir liéu khi nhan dworg;

Switch ||-Xac dinh cac thiét bi ngu6n va dich ctia goi tin va chuyén tiép goi tin do6
mot cach thich hop = gitp lam gidm lwu lwong mang téng thé.

-Thiét bi két noi hai/nhiéu mang;

-Theo doi dudng truyén tot nhit cho thong tin =@ han ché viéc tat
nghén;

Question ||.Cho phép hodc tir chdi truyén théng mang véi mot mang cu thé.

G fa=1

IvI

V{4

IIG VIET NAM

Wired

Wireless

Question

Cac thiét bi LAN pho bién

4/19/2016 Tai liéu tap hudn 1C3 GS4 - Living Online 60

VAT € I —
Ket noi mang

-Cap mang st dung pho bién trong mang LAN theo tiéu chuin
Ethernet 1a cap xoin doi (Twisted Pair con goi 1a RJ-45)

-C6 thé chuyén dir liéu véi téc d6 10Mbps, 100Mbps, 1Gbps hodc
10Gbps.

-Trong WLANs mot diém truy cip khong diy dong vai tro thiét bi
trung tam;

-Diém truy cip khong diy két ndi véi LAN théng qua mot két néi
Wired,

-Wireless chdm hon Wired. Téc d6 pho bién 11Mbps, 54Mbps va
300Mbps, phu thudc vao chudn WLANS st dung

w
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Cach str dung dia chi trén LAN

-Dé& giao ti€p véi mang va giao ti€p véi nhau, méi may tinh can c6 mot dia chi duy
nhit;
-Cé hai loai dia chi: MAC va IP

- M6i NIC c6 mot dia chi duy nhAt ton tai bén trong b&i nha san
MAC xudt goi la dia chi truy cdp thiét bj/dia chi vatly;
(Media Access ||- Pugc st dung d€ ghi nhan dia chi bdi cac thiét bi trong cung
Control) mot LAN (khong phai ngoai LAN);
- D€ gtvi dit liéu ra ngoai LAN, dia chi IP dwoc st dung.

4/19/2016 Tai ligu tap huan IC3 GS4 - Living Online 61 .

Cach str dung dia chi trén LAN

- Puoc str dung dé danh dia chi cho cac thiét bi khac LAN
- IP 1a giao thirc ndm trong bd TCP/IP.
IP - M6i mdy tinh trong mang TCP/IP c6 mdt dia chi dé phan biét v&i
(Internet || cac may tinh khac trén mang;
Protocol) ||- IP c6 hai phién ban IPv4 va IPv6;
- T4t ca cac thiét bi hd trg trén mang (mdy in mang, router,...) cin

Question a A q »
c6 mot dia chi IP
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Cach str dung dia chi trén LAN

YW R 2 2E -
Ket nol mang

M(.'),E 50 dinh. Néu may tinh chuyén tir mang nay sang mang khc thi dia chi
diém ~ or
uan [P sé thay doi;
quan -, bia chi IP cung cap 2 théng tin xac dinh:
trongcua |- Mang dang str dung;
dia chi IP g dang ANE;

4/19/2016

- Pia chi IPv4 c6 chiéu dai 32 bit va dwoc chia thanh 4 phan, moi
phan cach nhau béi ddu chdm. Vi du: 200.168.212.226;

- bia chi IP khong ton tai mai. Cac dia chi IP dwgc cho thué va dwoc
gan cho cac may tinh trén mang theo mot chu ky thoi gian xac

= May tinh trén mang;
- Mot mdy tinh can c6 mot dia chi IP d€ két ndi Internet;
- M6t dia chi IP cin duy nhit bén trong mang ciing nhw duy nhat

Tai ligu tap huan IC3 GS4 - Living Online 63

trén Internet. J
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VAT € I —
Ket noi mang

Cach str dung dia chi trén LAN

cua dia
IP

- Pia chi mang (dinh danh hodc ID mang): Pwoc chi ra béi mot
sO lwong bit bat dau tlr cac bit phia ngoai ciing bén trai; Vi du

Mot s6 diém || trong dia chi 200.168.212.226/24, dia chi mang la
quan trong || 200.168.212;

chi
- Bia chi may tinh (host): Cac bit con lai sau khi xac dinh dia chi
mang. Vi du trong dia chi 200.168.212.226/24, dia chi host la

226
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Xac dinh
dia chi IP

Pia chi IP
xuit phat
twr dau
Subnet
Mark

Default
Gateway

-Dia chi IP c6 thé dwoc gdn mot cach tha céng va dwgc ciu hinh bdi
nha quan tri mang;

-Dia chi IP ciing c6 thé dwoc gan va cdu hinh mot cach tw dong qua
dich vu DHCP (Dynamic Host Configuration Protocol);

-bia chi IP dwoc phat hanh béi ICANN (Internet Corporation for
Assigned Names and Numbers);

-ICANN cung cip khéi dia chi IP t&i cac ISP (Internet Service
Provider). Ttr day, cac dia chi IP dwoc cip phat dén Users.

Twong tw dia chi IP, dwoc cac thiét bi mang sir dung dé xac dinh

mang dich la mang LAN hay mang tur xa.

-La dia chi IP cta thiét bi mang cung cip dau ra cho mang LAN;

-Thwong la bd Router.

-Dé€ truy cip Internet, hé théng can biét IP cua Default Gateway.

A8y
&
I 4

IIG VIET NAM

LAN;

Cacdai ||
IP I
danh
riéng I

ARAGAAN

- Ngoai day dia chi IP cong cong dwoc sit dung dé két ndi Internet, ICANN con
cung cip nhitng day dia chi IP danh riéng;
- Nhitng IP danh riéng dwgc str dung dé truyén théng bén trong pham vi mang

- Khong c6 kha ning dinh tuyén, khong hé tro IP trén Internet

Tt 10.0.0.0 dén 10.255.255.255
T 172.16.0.0 dén 172.31.255.255

Tlr 192.168.0.0 dén 192.168.255.255

Hau hét cac mang gia dinh st dung dai dia chi
192.168.0.0 - 192.168.255.255
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t no1l mang

:;:
(Lk

Pia chi ndi bo (Private Address ) va két néi Internet

Bang cach nao cac mang gia dinh s dung dai dia chi 192.168.x.x c6 thé két ndi
v0i Internet?

Thong qua DSL (Digital Subscribe Line) hodc Modem hodc Modem két hop

Router thuc hién cac chirc nang:

1. Gan dia chi mang no6i bd (192.168.1.x) va thiét 1ap mang LAN noi bo;

2. S dung cong nghé chuyén déi dia chi mang NAT (Network Address
Translation) dé chuyén IP noi b6 thanh IP dwoc hiéu trén Internet

4/19/2016 Tai liéu tap huén IC3 GS4 - Living Online 67 .

Y /L Két noi mang

IIG VIET NAM

Mang dién rong WAN (Wide Area Network

Bao gbm hai/nhiéu mang LAN két n6i nhau theo dwong diy cda cac ISP truyén
tai cong cong.

| So sanh LAN va WAN

| LAN | WAN

-Két ndi cuc bd trong pham vi gia||-Két no6i trén pham vi réng (thanh pho,
dinh/cong ty; bang,...);

-T6 chikc s& hitu moi thanh phan LAN  [|-T6 chitrc phai thué mét vai thanh phan

-Téc d@6 truyén tai 10-100 Mbps hodc|| cin thiét dé truyén tai dir liéu (dwong
1Gbps (néu st dung Gigabit Ethernet). || truyén toc d6 cao);

-T6c d6 truyén tai 1.5 - 44.736 Mbps.

IvI
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V[ L Két noi mang

VIET NAM

cong

Mang dién thoai chuyén mach céng céng PSTN (Public Switched Telephone
Network):

Analog Digital
-C6 cworng d6 va tan sé bién dai; -Chichtra haigiatriova 1
-Puoc do bang tin s6 hoic Hertz -Puoc do bang bps

Cung cip dich vu dién thoai trén toan thé gi¢i va tich hop mang WAN;
Cac ISP truyén tai cong cong cho thué dwong truyén toc do cao va bang thong
dam bao;
Cac ISP thué dwong truyén tir cac nha cung cap dich vu truyén tai cong cong.
Cac loai tin hiéu truyén tai thong tin dién tir

AWAWA '—II_Il—II_II_I

V[ L Két noi mang

IIG VIET NAM

Cac mang chuyén mach céng cong

Mang dién thoai so

- Ngay nay hau hét PSTN déu st dung céng nghé sé ngoai trir mot phan nho
m¢& rong tir Center Office (CO) cda Cty dién thoai dén gia dinh va van phong
nguwoi str dung dich vuy;

- Phdn mé& rong nay goi la “lap cuc bd” va st dung duwong diy analog dé cung
cip dich vu dién thoai thuin (POTS - Plain Old Telephone Service);

- Tin hiéu analog cudc thoai dwoc chuyén dén CO va dwoc truyén dén bo
chuyén mach dé dwoc s6 hdéa va dwoc chuyén dén trung tim sé clia mang
dién thoai.

- Khi cudc thoai dén CO bén nhéin, thong tin sé dwoc phan gidi vé tin hiéu .

analog va chuyén dén 13p cuc b6 bén nhin cudc goi. I’
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Cac mang chuyén mach cong cong

Chuyén mach vong
(Circuit Switching)

- La céng nghé truyén tai thong tin st
dung dwong vat Iy chuyén dung dé givi
va nhan thong tin;

- PSTN, POTS, ISDN va cac dwong thué
bao riéng str dung céng nghé chuyén

mach vong.

Két noi mang

Chuyén mach goi
(Packed Switching)

- La cong nghé truyén tai théng tin
khong st dung dwong vat ly chuyén
dung dé glri va nhan théng tin;

- Cac mang dit liéu, Internet (DSL va
Internet Cable) st dung cong nghé
chuyén mach goi.

= a B veT] uca ] m 8 o]
Switching] = B = @ [, mmme
e .
0 2T Sl
Packet Switch Network
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_ - Keéet noi Internet :

- Phai kich hoat (quay s6) khi s dung;

Két noi POTS
(Plain Old Telephone Service)

-Yéu ciu str dung modem dé mdy tinh
truyén tai dir liéu qua dwong day
thoai analog;

-T6c dd truyén tai toi da 56Kbps.

Két néi quay so

- Phwong phap két néi Internet véi chi phi thap

Question
Question

Mang sd dich vu tich hop ISDN
(Integrated Service Digital Network)

- Str dung dwong day thoai Digital;

- T6c do truyén tai t6i da 128Kbps;

- Ngay nay ISDN dwoc thay thé bédi
Cable va DSL (Digital Subscribe Line).

4/19/2016 Tai liéu
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Két nédi Internet

b2

-8

man

)=

-

| Két néi truc ti€p - Bang thong rong

-Luén ludn dworc kich hoat = truy cip Internet lién tuc qua cac két noi bén virng

-Hoat dong trén bang thong rong;

-Téc d0 truyén tai 1.544Mbps hodc cao hon.

Pwong day thué bao s6 DSL

(Digital Subscribe Line)

- Két n6i bén virng gitra hai/nhiéu diém |- Pwgc cung cip bdi cong ty dién thoai

ma khach hang c6 thé thué tir cong ty|| hodc ISP vién thong;

Pwong day thué bao riéng

dién thoai; - Str dung dwong day thoai ky thuit so
- Pwoc st dung pho bién béi cac doanh|| va modem DSL;
nghiép dé két néi Internet; - Cung cip cho users két ndi riéng biét

- Tin cay, bao mat, chi phi cao. (khong chia sé bang thong)

IvI

V[ L Két noi mang

IIG VIET NAM T

Két noi Internet

| Két ndi truc ti€p - Bang thong rong

DSL -Chit lwong va toc do truyén tai phu thudc vao khoang cach gitra
tate thiét bi dau cudi va trun§ tam ISP; 5 )
Subseribe -P}’}u thudc vao viéc c6 ho tro DSL hay khong cia cac thiét bi két

Line) noi va day tai cia cong ty dién thoai;
-Phu thudc vao chat lwgng day dan.
-La mot loai dich vu DSL;
ADSL -Phéin chia tin s6 khong déu nhau: Tan s6 Download nhiéu hon
(Asymmetric || tan sé Upload = tdc d Download > toc do Upload;
DSL) -Téc d6 théng dung: Download 1.5Mbps, Upload 640Kbps;
Question -Téc d6 cao: Download 8Mbps, Upload 640Kbps.
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Két ndi truc ti€p - Bang thong rong

ADSL2 ||-ADSL2: Download 12Mbps, Upload 1Mbps
ADSL2+ |[-ADSL2+: Download 24Mbps, Upload 3Mbps

-Khong cho phép st dung dién thoai trong cing mot thoi diém;

SDSL -Téc d6 Download = Upload = 3Mbps

4/19/2016 Tai liéu tap hun IC3 GS4 - Living Online 75 .

Két ndi truec tiép - Bang thong rong

-La cong nghé bang thong rong va l1a déi thi canh tranh truec tiép véi
ADSL;

-Str dung cap TV (CATV) dong truc dé truyén tai thong tin;

-Modem Cable két n6i véi hé thong dau cudi Modem Cable (CMTS);

-T6c do ly thuyét 30Mbps;

-T6c do thuec té: Download 1-6 Mbps, Upload 128-768 Kbps

Cable

4/19/2016 Tai liéu tap huén 1C3 GS4 - Living Online 76

Tai liéu tp hudn IC3 GS4 - Living Online 38



I1G Vietham

4/19/2016

V{4

IIG VIET NAM

S
N
L

K

-8

Lt NO1I man

(!
)=

-

Két noi Internet

Cac bo dinh
tuyén bang
thong rong

Két ndi truc ti€p - Bang thong rong

-Trong mang gia dinh, DSL/Modem dwoc xem la bo dinh tuyén
két néi may tinh v&i Internet va thwong dwoc goi la cdng vao ra
mang;

-Modem nay cho phép nhiéu users chia sé két noi Internet;

-B0 dinh tuyén bang théng réng bao gom cac cong Ethernet trong
d6 1 cong thiét ké thanh cdng WAN hay Internet. Két noi dau cap
vGi cong WAN, dau con lai trén DSL/Modem cho phép b6 dinh
tuyén két noi Internet.

IvI

V{4

IIG VIET NAM

Lwc lwrg'ng mang
K&t noi
Wired/Wireless
Két néi quay so

Nhiéu thé
trinh duyét mé
dong thoi

4/19/2016

[VEA T R, =
Ket nor mang

Két ndi Internet
Cac yéu té anh hwong dén do thwc thi

Nhiéu nguwoi dung chia sé mot két néi Internet dong thoi

- Wireless LAN cham hon so v&i Wired LAN;

- Cac Wireless N LAN hoac 802.11n LAN hoat dong & toc do

300Mbps

Cac tap tin hinh anh, audio, video lam cham qua trinh tai

mot Website mot cach tram trong

Cac Browser cung cip kha nang duyét nhiéu Website trén
cac thé tai mot thoi diém. Tuy nhién, nhiéu thé mé dong

thoi sé lam gidm toc do duyét Web

Tai liéu tap hudn 1C3 GS4 - Living Online
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Hé thong tén mién DNS (Domain Name System)

- Dich vu 4nh xa tén mién duy nhat téi mot dia chi IP cu thé;
- Anh xa dwoc lwu triv trén DNS Database; Question
- DNS phan giai cac dia chi IP thanh tén dang van ban.

Vi du: Phan giai IP 96.53.78.108 thanh www.ccilearning.com = c¢6 thé truy nhip
trang Web Microsite bang dia chi www.ccilearning.com thay vi 96.53.78.108

- Chirc nang phéan giai tén mién thanh IP dwoc thwc hién bédi may chu DNS

Vi du: Khi nhip tén mién www.ccilearning.com vao thanh dia chi, Webrowser lién lac
vGi DNS Server dé 14y dia chi IP 96.53.78.108 va cho hién thi trang Web Microsite. .

>
A4
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Bao mat (Securi

- Khi LAN két néi véi WAN, LAN c6 thé giao ti€p véi hé thong
ngoai LAN = dé bi tin cong;

- Khi may tinh két n6i mang, théng tin lwu trit trén mang cé
thé dwoc truy cap bdi bat ky may tinh ndo trén mang;

- Khi mot may tinh két noi Internet, bat ky may tinh nao két
néi Intrernet ciing c6 thé két ndi véi may tinh nay.

Sw cin thiét

Mang riéng va |Bat ky hé théng nao két ndi véi LAN qua Internet déu dac
mang biét khong tin cdy do Internet la mang mé&/mang khong tin

cong cong cay.
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Y/ [ Két noi mang

IIG VIET NAM

Bao mat (Security)

- Xac thuc (Authentication) la qua trinh xac minh dinh danh cua
users vao hé thong mang. Phwong phap duy nhat l1a st dung

Xa.‘f thl_l’(.: }’ a|l Username va Password;

Lt kh}en - Biéu khién truy cip (Access Control) 1a tién trinh cho phép
truy cap nhirng ai c6 thé truy cip vao tai nguyén/dich vu cu thé;
Question - Authentication va Access Control 1a mot bién phap bao mat

trong LAN.
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Vvao ra mang
Twong lira |- La hang rao bao méat diéu khién dong thong tin gitra Internet
(Firewall) va LAN;
- Tworng Itra c6 thé 1a: Question

=,\A .;..—/;’ :.' @ || =Mot hé thong may tinh riéng;

-‘ @7 % || = Mpt thiét bi chuyén dung;

*» Tich hop trén thiét bi mang (Router).

Congvaora |[|- Bd dinh tuyén (Router) dwoc cdu hinh d€ bio vé mang bang

mang cach kiém tra goi tin vao/ra mang;
(Gateway) |- Router st dung ti€n trinh “loc goi dir liéu/Filtering Packets”
dé xac dinh nhirng gi dwoc phép/khong dwoc phép vao trong
mang;

- Loc géi dir liéu khong phai 1a phwong phap linh hoat va hiéu
qua = chi dwgc xem 1a phwong phap phong thu dau tién.

IvI
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Ket nol mang

vVao ra mang

Kiém tra trang thai (Stateful Inspection)

Cac
chirc nang
nang cao
cua twong

2

Itra

- Pwoc xay dung trén nguyén tac bo loc géi dir liéu bang cach duy
tri thong tin trang thai ctia moi két ndi dang hoat dong;

- Khi goi dir liéu dén twong lira, Ky thuat loc sé kiém tra goi dir
liéu c6 nam trong két ndi dang hoat dong hay khong;

- Néu khong thudc két ndi dang hoat déng, twong Iiva sé kiém tra
cac quy tic cta n6 d€ xac dinh goi dir liéu c6 dwoc phép qua
twong Itvra hay khong;

- Nguyén tic Kiém tra trang thai hoat dong rat hiéu qua, chi phi
thap nén dwoc st dung rong rai trong doanh nghiép

4/19/2016
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Twong ltra/Cong vao ra mang (Firewall/Gateway)

Cac
chirc nang

twong lira

4/19/2016

nang cao cua |- Thong qua ky thuat chuyén doi dia chi mang NAT (Network

Két noi mang

Proxy Service

- Proxy thay thé& cac IP mang bang mot dia chi IP don d€ nhiéu
hé théng c6 thé sir dung;

Address Translation), cic hé thong két néi mang noi bo tir
bén ngoai c6 thé dwoc 4n mot cdch hiéu qua.  Question

Tai liéu tap hudn 1C3 GS4 - Living Online 84
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Twong lira/Cong vao ra mang (Firewall/Gateway)

Twong lira - Twong Itra c6 thé trién khai qua phan mém;
tich hop vao - Bao vé tirng hé théng ca nhin don 1é thay vi cd mang.
phin mém Vi du: Windows Firewall, Norton 360, Zone Alarm

(Desktop Firewalls) || Internet Security Suite.

Cac cong cua - Cac cong dwoc danh sé tir 0 - 65.535;
twong lira - Céc truyén thong http st dung cong 80;

(Firewall Gates) - Dich vu DNS st dung céng 53.

Nhitng thach thirc ||Thiét1dp twong Iira cé thé chan truy cap vao cac Web
Khi trién Khai site/cac dich vu Internet/cac dong thong tin nhw am
twong lira thanh, video vao bén trong mang |
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- La mot két n6i dwoc ma héa gitra hai may tinh;

- Cho phép bao mat gitra cac khoang cach xa st dung Internet nhr mot duwdng
truyén thay vi str dung dwong truyén riéng chuyén biét;

- VPN rat hitu dung cho nhirng lién lac tir xa.

- D€ mang ho trg két ndi VPN, may chti VNP cin dwoc thiét 1ap dé
nhin cac két no6i dén;

- Users muon két noi tir mot vi tri tir xa can phai cai dat va khéi dong
chwong trinh VPN khach dé mé két néi;

St dung
VPN

- Pang nhap Username, Password.

LGS

e .g AN .
ey B |
o oo
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- Wireless st dung séng vo tuyén dé nhan va giri thong tin = dé bi xAm nhap;
- Diém truy cap khong day dé dang truy cap néu khong duwoc bdo mat.  Question

Ma P oa . Ma hoa va giai ma dwoc thyc hién thong qua cac khoa;
khong W A = 1A A N AN 7 s (¢ A
day - Users can nhap Password khi lan dau két ndi véi diém truy cap
Ky thuat | WEP (Wired Equivalent Privacy)
ma héa ||- Ly ki thuat bdo mat ban dau;
mang |[- WEP mi hoa tit ca cac goi dir liéu gii di gitra khach hang va diém
Khong truy cip nhwng lai st dung cac thong tin trao doi khéng dwoc ma
day héa trong sudt qua trinh xac thuec.
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Bao mat mang khong day Wi-Fi (Wireless - Fidelity)

Ky thuat Wifi Protected Access (WPA/WPA2)
ma héa || cung c4p kha ning bao mat hon WEP;
mang |l Khong yéu cau hardware mang khong day (NIC va diém truy cap);
khong | ywpA tyong thich véi hau hét thiét bi Wi-fi thé hé ci;
day | WPA2 bio mat tt nhit nhung yéu cau Wi-fi Modem thé hé méi.
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YW R 2 2E -
Ket nol mang

Khic phuc sw ¢6 mang

Khiac

La qué trinh phan tich va loc bd cac nguyén nhan phat sinh vin dé mot cach hop
ly va sau d6 khac phuc nguyén nhan gay ra cac su c6.

Peén chi bao

phuc sw
co
phan

cirng

4/19/2016 Tai liéu tap huén IC3 GS4 - Living Online 89

Hau hét cac thiét bi mang (NIC, Hub, Switch, Router, Broadband,
Modem déu c6 hé thong den chi bdo dé thong bao cach thirc hoat
déng cua thiét bi = Kiém tra dén chi bao dé xac dinh vin dé nao c6
thé giy ra su c6 két n6i mang.

V{4

IIG VIET NAM

Kiém tra
thiét lap
ciu hinh

Question

VAT € I —
Ket nol mang

Khic phuc sw co vé dia chi

DE két ndi Internet thanh cdng, dia chi IP, Subnet Mask, Default Gateway cin dwgc
ciu hinh ding chuln.

-Str dung tién ich ipconfig;
-Start ® cmd (Enter) = Nhap ipconfig (Enter);
-Quan sat cum tir IPv4 Address....

*Néu IP = 0.0.0.0 =hé théng khong thé lién lac DHCP, IP khong
hop 1€;

*Néu IP = 169.254.x.x (dai dia chi [P danh riéng) va Subnet Mask
= 255.255.0.0) = hé théng khong lién lac DHCP va né str dung
APIPA (Windows Automatic Private IP Addressing) dé tw ciu
hinh IP = Kiém tra cdp mang, kh&i dong lai cac thiét bi mang

4/19/2016 Tai liéu tap hudn 1C3 GS4 - Living Online 90

IvI

Tai liéu tap hudn IC3 GS4 - Living Online

45


D:/Bài giảng IC3 GS4/IC3 GS4 Presentations/Living Online Questions.pptx#19. Living Online

I1G Vietham

4/19/2016

V(L

IIG VIET NAM

Khac phuc sw c6 vé dia chi

»

A7,
0

Két noi mang

Kiém tra
két noi
dia chi

Question

-St dung tién ich ping;

-Néu nhin dwoc mdt/nhiéu ban tin tra vé = két noi dwoc xac lap;

-Str dung ping [ip_address] hodc ping [tén mién] dé x4c dinh noi
bi ngat két ndi. Néu ping khong thanh cong = DNS khéng ding
chirc ndng hodc khéng thé két néi;

-Start ® cmd (Enter) = Nhip ping [ip_address]/[tén mién]

(Enter)
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Bao mat
Wi-fi

Ciu hinh
Firewall

Két noi mang

Khic phuc sw c6 vé thiét l1ap bao mat

Thiét 14p bao mat c6 thé la nguyén nhin giy ra sw c6 két noi.

-bam bao nhap Password chinh xac;

-bam bao xac dinh dung phwong phap ma héa (WEP, WPA hoac
WPA2)

-Start = Control Panel = View network status and tasks = Change
adapter settings = Chon Wireless Network Connection = View
Status of this connection = Wireless Properties Security = Security
type

-Phu thudc vao chinh sach bao mat cia don vi;

-Cac thu tuc cai dat cac chwong trinh hoat dong trén Internet thuwong
mé& cac cong Firewell thich hop. Néu gip sw c6 = xem Website cac
nha phan phdi vé Firewall = thay ddi Firewall thich hop .
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!éﬁ Truyéen thong Ky thuat so i
Nhitng hinh thirc truyén théng dién t&r khac nhau

Nhin biét ngwdi dung trén cac hé thong truyén thong

Cac phuwong phap truyén thong khac nhau

St dung cac tap tin dinh kem hiéu qua ..
4/19/2016 Tai liéu tap hun IC3 GS4 - Living Online 93 .

!£€ Truyéen thong ky thuat so i

Tim hiéu cac thirc d6i phé véi thu rac

Nhirng van dé phé bién trong truyén théng dién ti
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!iﬁ Truyén thong ky thuat so i

Nhirng hinh thirc truyén thong dién tir (TTDT)

- TTDT la hinh thic truyén thong st dung phwong phap dién ti;

- Thw dién ti¥ (Email), tin nhan titc thoi (Instant Message), tin nhan vin ban (text
Message), thoai qua giao thirc Internet (VoIP), Hbi nghi truyén théng (Video
Conferencing), nhat ky ca nhan (Blog) la cac phwong phap TTDT.

C6 thoi gian thuc (real time) va do tré (delay) Question

Pac diém TTDT - Thoi gian thuwe: Thong tin giri/nhan tic thoi; (iresiie

- D6 tré: Ton tai mot thoi gian gitra viéc glri/nhan.

@ﬁ Q ;<:;Q JoIP> 13
(&

=

j\‘

G

!iﬁ Truyén thong ky thuat so i

Thw dién tir (Electronic Mail - Email)
- Ngwoi nhan/gli can phai c6 mot tai khoan do ISP/t6 chirc cung cap;
- La phwong phap chuin va pho bién dé trao déi théng tin khi phan hoi chwa phai
& mirc do khan cip;
- La mot trong nhitng phwong phap chia sé tap tin (Attached File)
- Cac chuwong trinh phd bién: MS Outlook, Google Gmail, MSN Hotmail, Apple

Mail.
' : ,}, Question  Question
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V[ L Truyen thong ky thuat s

IIG VIET NAM 7

Tin nhan tirc thoi (Instant Message)

- Con dugrc goi la IM;

- La hinh thirc TTDT cho phép hai/nhiéu ngudi tham gia “tro chuyén” theo thoi
thwc bang cach nhép céc tin nhan (Message) vao ctra s6 clia chwong trinh IM

- Cac chwong trinh phé bién: Windows Live Messenger, ICQ, Gmail Chat, Yahoo!
Messenger;

- D€ st dung tin nhin tic thoi, ngwoi dung cin tao tai khoan véi Username va
Password.

Tir thdng 04/2013 Windows Live Messenger dwoc thay thé bdng Skype

Q@wm

4/19/2016 Tai ligu tap huan IC3 GS4 - Living Online 97

IvI

V(L Truyen thong ky thuat s6

IIG VIET NAM

Tin nhan van ban (Text Message)

- Pwoc glti qua mang di ddng ctia nha cung cip st dung giao thirc Dich vu nhin
tin ngin SMS (Short Message Service);

- Tin nhan vin ban duwoc tao va g tir dién thoai di dong (hodc cac thiét bi di
dong);

- Bén canh dich vu SMS, nhiéu nha cung cip dich vu hé tro Dich vu tin nhin da
phwong tién MMS (Multimedia Messaging Service).

- Céc tin nhdn dién t c6 thé ton tai trong nhiéu thirc va
c6 thé chuyén doi tir cach thirc truyén théng nay sang
cach thirc truyén thong khac
» Gtri SMS dén DTDD st dung Email;
= Nhap SMS trén Website va gtti t&i PTDD J.
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Truyén thong chéo
(Crossing Over)
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Mﬁ Truyén thong ky thuat so
Thoai qua giao thirc Internet VoIP
(Voice over Internet Protocol)

- Cho phép thuc hién cac cudc goi thoai st dung ké néi Internet biang théng rong;

- VoIP con dwoc goi la Pién thoai Internet (Internet Telephony) hoac thoai trén
nén bang thong rong VoBB (Voice over BroadBand);

- VoIP giup tiét kiém mot khoadn chi phi kha 16n nhung dé trién khai, mang dir
liéu phai dwoc hién dai héa dang ké dé truyén tai dir liéu thoai.

y Question
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!,’Tﬁ Truyén thong ky thuat so i

Hoi nghi truyén hinh (Video Conferencing)

- Cho phép moi ngudi & cac dia diém khac nhau, cach xa nhau c6 thé tham gia vao
mot hoi nghi (conference);

- Hiru dung trong viéc thwc hién cac bai giang truc tuyén hoac cac cudc hop véi
nhan vién & nhirng dia diém cach xa nhau.

- Camera phai dwoc dat & vi tri phu hop;

- Hinh anh véi kich thuwdc twong rng véi ngoai doi thue;

Question | Hinh 4nh rong dé c6 thé thdy cac chi tiét nhé hon, nhung khong

Yéu ciu cua | nho hon 70% kich thuwéc trong doi thueg;
hé thong |- Diéu chinh khoang cach phu hop d6i véi ngwoi tham gia tai vi tri
tinh tir chiéu cao mat ban tré 1én;

- Hinh anh chit lwong cao (d6 phan giai)

- Am thanh chat lwong cao

Question

IvI

Pic diém | Hé thdng c6 chirc ning trao quyén/thu hodi quyén dién thuyét.
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Phong tro chuyén truc tuyén (Chat room)

Chat Online
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Cac trang mang xa hoi
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IIG VIET NAM

Nhat Ky ca nhan (NKCN) trwc tuyén (Blog)

- La nhirng bai viét truc tuyén chiva nhiéu thanh phan truyén thong;

- Tac gid dang bai viét vé mot chd dé cu thé va moi ngudi sau d6 cé thé dang binh
lun phan hoi lai chu dé;

- Trang nhit ky c6 thé chira lién két dén cac NKCN cua ngudi khac goi la lién két
lwu vét quay tré lai (trackback);

- NKCN cho phép Users dwa thém cac mAu gitp Users c6 thé ding bai ngay lap tic;

- NKCN dworc tao bang cach truy xuit dén trang NKCN va tao tai khoan .

- Blogger: www.blogger.com
- WordPress: www.wordpress.com

Cac trang nhat ky pho bién - Tumblr: www.tumblr.com
Question - Xanga: www.xanga.com

- Weebly: www.weebly.com
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V[ L Truyén thong ky thuat so

IIG VIET NAM

Sw hién dién

- Cac chuwong trinh nhin tin tirc thoi (Instant Message) déu c6 bo nhan biét sw
hién dién:

n -\Sz/

ts

* Online: Pang truc tuyén, sin sang giao tiép

= Busy: Ban

= Away: Khong c6 mat

* Do Not Disturb: Khéng sdn sang giao tiép
- Tinh ning nhin biét sy hién dién ciing hoat dong khi str dung Webcam;
- Cac trang mang x4 héi cling st dung b6 nhan biét sy hién dién
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Cac tiéu chuin truyén thong dién tir

Thuw dién t&r khdng bao gi¢ thay thé hoan toan cac hinh thirc TTPT khac;

Thuw dién t&r khong phai la truyén thong thoi gian thuec;

Khi viét va glri mét ban tin, cin nghi vé d6i twong nhin;

Trinh bay ré rang, ngan gon néu c6 thé;

Lu6n kiém tra chinh t3, ngit phap va cac lién két truéc khi giri di;

Xem xét do dai cua ban tin;

Lwu tri¥ cac tap tin trong thw muc thich hop;

Thén trong khi gi tin cho nhiéu nguoi;

Théin trong khi phan héi (reply) ban tin ma trwdc dé ban tin da dwoc g téi
cho nhiéu nguwoi nhén;

10. Can cin nhic lwa chon hinh thic truyén thong thich hop khi ban tin gri di
chira cac thong tin ca nhan/nhay cam;
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Cac tiéu chuan truyén thong dién twr

11. C4n trong khi giri cic ban tin c6 ndi dung tréu gheo tinh dia phwong/ngon
ngi thiéu lich sw;

12. Tranh “khiéu khich”. Viéc khiéu khich bang thw dién t&/trong phong tro
chuyén truc tuyén dwoc xem 1a hinh thirc tAn cong

13. Khéng str dung tat cd cac tir viét hoa trong ban tin. Viéc nay dwoc xem la
“dang la hét”;

14. Tranh dwa ra nhitng binh luén sai/gay hai cho ngwoi khac. Viéc nay dwoc xem
12 phi bang/vu khong. Khéng dwoc bat nat/quidy rdi ngudi khac véi bat ky
hinh thic nao;

15. Han ché st dung chit/tir viét tat cling nhw than trong khi st dung cac biéu
twong thé hién cam xic (emoticon)

IvI
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Cac tiéu chuan truyén thong dién tir
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!&g Truyéen thong ky thuat so

Lam viéc véi thw dién tir (Email)
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Username,
Password,
thong tin
dang nhap

Truyéen thong Ky thuat so

Lam viéc véi thw dién tir (Email)

-Can tuan tha theo quy tic dit tén cla td chic;

4/19/2016

Tai liéu tap hudn IC3 GS4 - Living Online

Username |-Doi véi thw dién ti trén nén Web, khéng can
tén dinh danh ro rang.
-Téi thiéu 8 Ky tu;
-Tron s, chir hoa, chit thwong va ky hiéu;
-Tranh st dung tén vo/chéng/con cdi/vat nudi;
Password ing 0/chong/ /va

-Hop 1y, khong ro rang nhung c6 thé nhé dwoc;
-Tranh st dung 1 Password cho nhiéu tai khoan;
-Tranh str dung su thay d6i Password dé doan.
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* Clean Up +

& o+

Truyéen thong ky thuat so

Send/Receive

X S

e Khung néi dung o

Fold View
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) rafts [1]
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e

@ Deleted tems
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Arange by: Date

[Hewest ontor
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Cac bwdc tao thw méi
-Tao thu méi;
-Ghi dia chi
-Nhép van ban, chu dé
-Kiém tra ndi dung

St dung Micr

Truyéen thong Ky thuat so

ft Outlook

= Oy *I®
Insert Optiens

FormatTerl  Review

= .

Ly 5 camengod-l1 - A A
Y

g 370 ¥ A E=

Clipbossd & Basit Text

To. it faquetrem com Pia chi nhan thw
=

c
7 4—1 Chu dé }

9 . -
- =]
Gu’l thu | ‘ Khung soan ndi dung B
Nguyén Phat Tai (Mr.)
= Master of Science {Asian institute of Technology) 5
= Master of Micrasoft Office Specialist
Pia chi P o g Chir ky
\ = - A ’ Cell Phome: 0908 025 129 - 094542 04 04
-To: Ngu'0'1 nhan chinh Eomal: i nfiyen, p@0utionk.com, a nguyen @i eduwn 3
N n A Chick on 2 photo o see sacisl netwark updstes and emad messages from this person A
-Cc: Nguoi nhan Copy T .
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-Bcc: Ngwoi nhan an
q . q ‘ Khung théng tin ngwdi nhan b
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Truyéen thong ky thuat so

________ SitdungMicrosoftOutlook _________|

I-HF} Hnmel Send / Receive |Fumer View

=2 L@ Update Folder IE\.

[y Mark to Download ~

“ @

Nhan th
an w =1 g Send All =1 2 Unmark to Download ~
Send/Receive _ X Show Cancel | Download Dial-Up  Work
Fg All Folders [} Send/Receive Groups ~ | progress Al Headers ¥ Process Marked Headers * | connection - Offline
nd & Receive Download | Server Preferences

Home | Send/Receivg Ter ay @
2 A= P 2 Move - ) . :
Phan hoi SE XA g B g 2 C0
| il I To Manager - [ Rules - [ Address Book E
New  Mew Delete\ Reply Reply Forward - o Send/Receive
thw Email fems~ | &~ O 234 Team E-mail | $loneNote ¥ Fotow Up ' Filter E-mail = | "l Folders
New | Delete Quick Steps 5| Move | Tags | Find | send/meceive |
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Truyén thong ky thuat so
St dung Microsoft Outlook

am viéc vai tap tin dinh ke hed Fil
Lam viéc v&i tap tin dinh kem (Attached Files)
o) & = Inbox - tainguyenphat @gmail.com - Microsoft Outlook R e )
Home | Send/Recve  rotde view -0
A = /_7] = | B B ¢ - 253 prafts (25 Move ~ UnreagyReaq | Find3 Contact = i
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- = s o aES eply Reply Forward 53+ |43 Team E-mail = A ~ A
z \ Emal tems- | & A 2 “et Nhap chudt dé xem ngi dung
dlnh kem New Detete Respong Quik teps M 1ap CHiUOL C€ Xem nol dung
 Favortes < Nhép dtp chudt d€ mé tap tin
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e— Nhap chudt phél dé thuc o © To tamgu_l g
Déuukbata file hitn cAc tic vi b3 " e E]Thuctap Th- -
- ¢ U netlien (= —
(2 Drafts 1] S— /1572012 Dear Mr. Tai, en
(3 sentitems Top | posts for you on Google- this week uick Print
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=
4/19/2016 Tai liéu tap huan IC3 GS4 - Living Online

113

IvI

V(L

IIG VIET NAM

Mot s6
phwong
phap
tranh nam
trong
danh sach
thw rac

Truyén thong ky thuat so
St dung Microsoft Outlook

Quan ly thw rac (Spam mail)

- La nhitng thw dén khéng mong muon dworc giri dén;
- Hau hét cac chwong trinh email déu c6 tinh nang loc va chan thw rac;
- Users c6 thé tai va cai dit cadc chwong trinh chin thw rac.
- Khong cho dia chi thu dwoc thém vao bat ky danh sach tiép thi nao;
- Thiét 1ap dia chi email tach khdi tai khoan cid nhin (email trén nén
Web)
- Khong tra 1o bat ky email nao dwoc cho la thw rac;
- Tranh dwa tén dia chi email & nhitng danh sach cong cong (hdi thao,
kién nghi trwc tuyén,...)
- Tranh tiét 16 dia chi email & bat ky mot dién dan nao (nén st dung bi
danh/dia chi nguy trang) Question
- Tuan thu theo cac hwéng dan vé viéc giri thw nham tranh thw bi danh
dAu thanh thu rac;

Question
Question

»
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Truyéen thong Ky thuat so

St dung Microsoft Outlook

lOutlook cung cap bd loc thw rac va dit ching vao thw muc Junk E-mail.

"Junk E-mail Options - tainguyenphat@qmailcom [k
.

ek -mil Options - ingupenphat@gmailcom  leEs

[ I [ intemasansl | Lopsons Sate Sencere | o neopenta | sockes sencers | intermabors |
Emsi o
m Send / Receive Folder  View Ea Ak Emal folder. SRt
=, @y lonore x Q @ Q Esieting Crcose the level of jurk e-mai protection you want: || i
== % cleanup - o | [ e ]
New  New @i Delete‘ Reply  Repy Fwwavd%Mﬂ £ o
Hew & Block Sender 25 k. heck your Jrk Exmal e afen,
Never Block Sender e
Hever Block Sender's Domain (@example <o)
Never Block this Group or Mailing List
B notlunk — e
(@ JunkE-mail Options... Export ta e
7150 st e-wa rom my Contacts
I Automaticely ec oeopke L e-me ta tre Safe Senders Lst
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St dung Microsoft Outlook ‘
l Lwu trir tha cong l Lwu trir tw dong

Truyéen thong ky thuat so

Archive

) Arehive ol flders secorcing to therr Autorchive settings
@ Arghive this folder and all subfolders:

- £9 Archives

4 (9 tainguyenphat@gmail.com
Inbox| (2]

o (3 (Gmail
L@ Junk E-mail
(3 Personal
[ Receipts

or -
srchive \mwh; vied 10/1/2014 - |
[ include ttems wiF s =

Archive fle:

]

o [ ot |
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AutoArchive

[VIRun Autorrchive every |14 [+] days
Prompt before AutoArchive runs
During Autorchive:

[]Delete expied tems (e-mail foders only)

Archive

or delete oid tems

[7]how archive folder i folder st
Defauit folder settings for archiving

—

® Move id tems tos

[Covseraphatiapoamensioutooke] ([ arovstar ]

(©) Permanently delete old items
Apply these settings to al folders now

To specify different archive settings for any folder, right-click

on the folder

and choose Properties, then go to the:

AutoArchive tab,
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St dung Microsoft Outlook

[Genera [ ome Page | Autoivchve |

200 ot ar chive iterrs 1 s fokder

B Archng itos i this fokd wsng the defadt settiogs.
e

During AutoArchive:
Mchive [] e (e-mail foiders orly)
™ =< [¥] Archive or delete old items
O L — p m R
Moo ok itena to defaudt archie foldr Show archive folder in folder
Default folder settings for archiving

Clean out items older than s |+

©) Mave old items to:

Cisers PhattailDocuments\Outiook F [ Bromse...
(© Permanently delete old items
Apply these settings to all folders now
To specify different archive settings for any folder, rioht-dick
on the folder and Properties, then go to the
ive tab,

[ ]
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!&g Truyéen thong ky thuat so

St dung Microsoft Outlook

edysgnanre
o [ E) 7 o —) ) = | s | E 8

Nguyén Phit Tai (Mr.)

Master of Science (Asian Institute of Technology]

IMaster of Microsoft Office Speciaiist

IMicrosoft Certified Troiner

(Cell Phone: 0908 025 129 - 0345 42 04 04

Email: tak.nguyen.p@outiook.com, tal.nguyen. p@iae eduvn
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!{’Tﬁ Cong dan ky nguyén so i
Cac tiéu chuan truyén théng chuyén nghiép

Céch thirc dé tranh cac hanh vi khong pht hop khi trure tuyén

S& hitu tri tué, ban quyén, va cac quy dinh cip phép

Ergonomics va cach thiét 1ap ban lam viéc

Bao vé may tinh khdi cAc moi de doa phdn mém

Virus va cach ngan ngtra

Cach thirc tw bdo vé khi giao dich thwong mai truc tuyén ..
4/19/2016 Tai liéu tap huén IC3 GS4 - Living Online 119 .

!,’Tﬁ Cong dan ky nguyén so i
Xac dinh cac van dé dao dirc

S& hitu |- Bat ky san phdm/sang tao nao dwoc tao ra dwoc xem 1a s& hiru tri
tri tué tué cta cd nhan/t6 chirc tao ra no;

(Intellectual |- S& hiru tri tué thwong cé gia tri 16m va kho cé thé tinh toan dwoc
Property) | hétcac mit mat cta chi s& hiru khi sé hiru tri tué bi mit cap.

- Luat ban quyén dwoc tao ra dé bao vé s& hiru tri tué;

- Luit ban quyén cho phép ca nhin/t6 chirc s& hiru sdn pham tri
tué cta minh;

- Moi hinh thirc stt dung san pham tri tué phai dwoc sw déng y cia
cht s& hiru

- Quyén tac gid cung cap cho cht s& hiru tri tué dwoc quyén ban
san pham cta minh.

Ban quyén
(Copyright)

IvI
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Pang ky

Reserved)

ban quyén
(All Rights

Cong dan ky nguyén so

Xac dinh cac van dé dao dirc

- M6t sdn pham ngay khi bat dau dwoc thwc hién, né da dugc bao
vé b&i quyén tac gia;

- Ban quyén dwoc ap dung cho cd quing thoi gian song cuia tac gia
va kéo dai 50 sau khi tac gid qua doi

- Khi tao ra mot san phdm ban dau, tac gid dwoc khuyén khich dat
mot thong bao vé ban quyén phia bén dwéi bao gom: Ky hiéu ban
quyén ©, ngay tao san pham, tén tac gia.

Vi du: Copyright © 2010 Microsoft
biéu nay cung véi viéc diang ky ban quyén, tac gid c6 quyén kién

4/19/2016 Tai ligu tap huan IC3 GS4 - Living Online 121
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Cac tai
liéu da
c6 ban

quyén
trén cac
Website

Cong dan ky nguyén so

Xac dinh cac van dé dao dirc

-Thong tin trén cac trang Website ciing dwgc bao vé ban quyén = st
dung céc tai liéu da dang ky ban quyén can phai dwoc tac gia trao
quyén st dung;

-Nguwoi st dung tai liéu c6 ban quyén hodc phai trd phi hodc phai
thira nhan quyén tac gia khi truyén tai n6i dung trong coéng viéc cia
minh;

-Quy tic “stt dung hop ly” cho phép st dung mét phan théng tin c6
ban quyén véi muc dich pha bién/binh ludn ma khéng can sw cho
phép;

-Quyén tac gida dwoc mac dinh thudéc vé nguoi s&¢ hitu trang
Web /nguwdi tao ra tai liéu da xuat ban tham chi khéng c6 ky hiéu ban
quyén © nhung ngwoi tao ra san phdm cé bang sang ché trén san
phidm/cong nghé = tac gid doc quyén tao ra/str dung/ban sdn pham
hay dich vu.

“
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Cac tai
liéu da co
ban quyén

trén cac
Website

Hau qua
phap ly
cua viéc vi
pham ban
quyén

4/19/2016

Cong dan ky nguyén so
Xac dinh cac van dé dao dirc

-Trong trwong hop khong ré vé tinh trang ban quyén, cin thiét phai
viét thw cho tac gid dé yéu cau dwoc phép st dung véi muc dich cu
thé;

-Mot s6 website gitip nghién cru thong tin vé ban quyén:

http://whatcopyright.or
http://www.copyright.gov
http://www.copyright.com,...

-Nguoi vi pham sé nhin dwoc thw tir nguén hop phép, yéu cau xdéa
noi dung thong tin;

-ISP c6 thé ngat tt ca cac dich vu lién quan dén tai khoadn cia nguoi
vi pham;

-Ngudi vi pham c6 thé bi kién va phai boi thwong thiét hai cho chia
s¢ hiru ban quyén

Tai ligu tap huan IC3 GS4 - Living Online

123

S

V{4

IIG VIET NAM

Cong dan ky nguyén so

Xac dinh cac van dé dao dirc

4/19/2016

Cap phép
(Licensing)

Quaé trinh cip phép dwoc thwce hién khi User dwoc quyén st dung
mot phan san phdm/dich vu tir nha phan phoi;

-Gidy phép don chb (single seat);

-M3 san phdm/ma khéa (Product code/key);
-Volumn license/Network license;

-Site license;

-Phin mém dwéi dang mot dich vu (SaaS - Software as a Service)
-Gidy phép nha cung cip dich vu &ng dung (ASP - Application
Service Provider);
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!v'Tg Cong dan ky nguyén so i

Xac dinh cac van dé dao dirc
-Phan mém dang & phién ban (version) thir nghiém;
. . -C6 thé tai va str dung mién phi nhung cac chitc ning phan mém
Phal_l MEM | i i¢i han/han ché thoi gian st dung;
chia se -Users phai trd mot khoan chi phi danh nghia (nominal cost) dé
(Shareware) loai b6 han ché cia phin mém;
-Khong nhan dwoc quyén hd tro va ban cap nhat.
Phian mém o f N st 1 o LA
mi&n phi -Khong thu phi va c6 thé chia sé cho nguoi khac;
p -Khéng nhan dwoc quyén hd tro va ban cap nhat.
(Freeware)
Phanmembs | o, iam dinh kem khi mua méy tinh
(Bundling) Yt ’
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!v’Tg Cong dan ky nguyén so

Xac dinh cac van dé dao dirc

Phian mém 2 on . P " o
e -Duorc tai tir Website cung cap cac dich vu do phan mém cung
. ca
(Premium) p

|-Phan mém ma cac doan ma chwong trinh dwgc cong khai cho
Phin mém | batky ai mudén st dung;
Minguon |-Puoc xdy dwng giong nhw phin mém mién phi;
mé -Users c6 quyén chinh stra cho phu hop véi yéu ciu va c6 thé
(Open Source) | chia sé phién ban di chinh stta cho nguoi khac nhwng khong
| dwoc thu phi tir bat ky ai
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!V’Tﬁ Cong dan ky nguyén so i

Xac dinh cac van dé dao dirc

-La té chic phi loi nhuin, cung cip 6 loai gidy phép cho nhirng ai
muon chia sé san phdm lam viéc sang tao/tri thirc cta ho va gitr
dwoc ban quyén;

-Gidy phép khong thay thé cho ban quyén, nhwng gitp ngudi sé hiru
T6 chirc | ban quyén quan ly cach thirc chia sé/str dung san phdm sang tao cla
Creative | minh

Commons |- Attribution

(CC) |+ Attribution NoDerivs
» Attribution-NonCommercial-ShareAlike
» Attribution ShareAlike

e Attribution-NonCommercial .
&

e Attribution-NonCommercial-NoDerivs
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le’Tg Cong dan ky nguyén so i

Xac dinh cac van dé dao dirc

| Kiém duyét va loc thong tin

-Internet khéng c6 mét co quan nao gidm sat cac ndi dung truc tuyén = cé nhiéu
vung xam chita tai nguyén kho tach biét dwoc la tét/xau = thong tin can dworc
xem xét, kiém duyét, loc nhim muc dich bdo vé ngwoi dung;

-ISP cung c4p cac céng cu khac nhau dé giam thiéu cac loai thong tin giy hai.

-La phan mém loc dir liéu cho phép diéu khién loai/lwong théng tin c6
thé xem dwoc;

B0 chan ne B .
va loc -Mot s6 trang mang xa hoi thiét 1ap cac bd chan ban tin/bai dang cé
dix lida chira cac thong tin gay kho chiu cho nguwoi st dung;

-Cac phong chat (chat rooms) c6 thé c¢6 nguoi diéu hanh nham ngan
chan cac cudc thao luan khong thich hop; .
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!v’Tﬁ Cong dan ky nguyén so i

Xac dinh cac van dé dao dirc
Kiém duyét va loc thong tin

Bd chan |-Danh sach den (black list) dwoc thiét 14p d€ cAm nguwoi dung khong
valoc | thich hop truy cip vao dich vu/déc quyén cu thé;
dir liéu |-Kiém duyét thong tin do nhirng ngwdi quan tri don vi thiét 14p;
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!!ﬁ Cong dan ky nguyén so i
Xac dinh cac van dé dao dirc

Nhirng diéu nén tranh
Paovin St dung thong tin dwoc tao boi nguoi khac va biéu dién né nhw
(Plagiarism) |1a s& hitu ctia minh véi nhirng thay d6i rat nho/gitr nguyén.
-Phi bang: 1a viét ra nhirng diéu khéng ding sw that lam tén hai
Phi bang danh dv cta cad nhan hodc danh tiéng to chirc;

hoé:: -Néu suv phi bang dwoc néi ra bang lori thi dwoc goi 1a vu
vu khong Khéne:
(Defamation = . . . .
Or -Phi bang/vu khong cé thé bi khéi kién vi nhirng ton that gay ra

Slander) cho c4 nhan/t6 chirc. Nhitng quy tic ndy cling dwoc 4p dung '.
cho nhirng binh ludn dworc viét trén Internet.
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!v’Tg Cong dan ky nguyén so i
Xac dinh cac van dé dao dirc

Nhirng diéu nén tranh

-Vi pham tic quyén/dao van khi sao chép/chinh stra san

vi ph:l}élnban phdm gbc dé phu hop véi muc dich nao d6 ma khéng dwoc
Cq ye ht sw cho phép cta chu sé hiru;
( OPyIiE -M6t san phdm/phin mém dwoc chia sé ma khong tra bat ky
Infringement)

phi nao cho chu s& hiru.
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!!ﬁ Cong dan ky nguyén so i

Xac dinh cac van dé dao dirc

| Hanh vi khong phu hop

- Nhitng tro dua cot;

- Bt nat truc tuyén (qua nhirng bai viét/théng diép - lién tuc va cd y);

- Tranh gay sw v&i ngwdi khac (bang mot ban tin/message)

- Khong gtri thw rac cho nguwoi khac;

- Khong chia sé thong tin cd nhan cia ngudi khac;

- Khong tiét 16 nhirng thong tin bi mat/nhay cam, cin tén trong sw riéng tu;

- Dirng ché giéu hodc bd qua quan diém cta ngudi khéc;

- Néu dang la nguoi tao ra théng tin dang dwoc st dung truwc tuyén, hdy cung cip
thém thong tin va ngudn hd tro thong tin doé.

IvI
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!V’Tﬁ Cong dan ky nguyén so i

Xac dinh cac van dé dao dirc

| Nhi¥ng thwc hanh tot cho cong dan trwc tuyén

- Kiém tra 16i chinh td mot cach can than,

- ThaAn trong khi st dung tir/chir viét tat,

- Tranh st dung toan bd/phan 1én ky tw in hoa,

- St dung ddu chdm ciu mot cach chinh x4c,

- Can lwu y ai la ngwoi nhin/nghe théng tin truyén thong,

- Gilr phong cach giao ti€p chuyén nghiép,

- Xem xét nhirng hinh thic truyén thong tét nhat dé€ dat ra cau héi;

- Loai bd cdm xtc ca nhin ra khoi nhitng thong tin tuyén théng cia minh,

- Khi ddng bai truc tuyén, c6 thé dang ca van ban cing véi hinh dnh va cac lién
két trang Web khac véi thai do tot.

‘v‘

le’Tg Cong dan ky nguyén so i

- Can trang bi cac hé théng khéa may tinh trong cac td dic biét hoac st
dung khéa c6 do bén cao d€ gan may tinh véi ban 1am viéc;

An cip |- St dung camera quan sat & nhitng khu vic 1am viéc cé nhiéu may tinh

- Pirng dé thiét bi di dong & mdt noi ma ban khéng chd y dén né khi &
nhitng noi cong cong.

- Dt liéu c6 thé bi mat do hacker, 16i phan cirng, chap dién, vo tinh x6a

. dit liéu, mat thiét bi, hong thiét bi hodc nhan vién bit man,...

derl?(“:u - Can c6 mot ké hoach khan cap ddi phé véi sw 6 mat mat hé thong

- Can c6 thiét bi bAo mit mang nhu: twong lira, bd dinh tuyén khéng

day hd tro mat khau, chuwong trinh dinh danh ngwoi dung trén mang; >.
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Mat
dit liéu

!!ﬁ Cong dan ky nguyén so

Bao vé dir liéu/may tinh

- Gitt c4c thiét bi di ddng bén minh khi & cic noi cong cong;

- St dung chwong trinh déng bd dir liéu dé sao lwu dir liéu tir thiét bi
di dong sang may tinh.

- Xem xét thém password vao cac tip tin cu thé/hdy bé quyén chia sé
trén cac tap tin/thw muc;

- Lam viéc v&i bo phan quan tri mang dé bao vé dit liéu: sao lwu phong
trwong hop mat cap/héa hoan/hacker/virus,...

Hacker c6 thé:

- banh cip thong tin véi muc dich kinh doanh;

- Hay dir liéu dé cong ty khong thé cung cip san phdm/dich vu/dw an
ding han;
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- Thay d6i thong tin giy ra sy ling tdng lam mat uy tin cong ty; ».

Bao
mat
dir liéu

!!g Cong dan ky nguyén so

Bao vé dir liéu/may tinh

Can c6 mot chién lwoc dé giy khé khan trong viéc doan mit khiu cua

hacker:

- St dung cdng thirc véi cac yéu té khac du dé nhé mat khiu nhwng khé
doan v&i nguoi khac;

- Tranh st dung tén vg/chong/con/thd cwng lam méat khau;

- Két hop s6, chit in, chit thwdng, ky hiéu lam méat khau véi chiéu dai toi
thiéu 8 ky tu;

- Thwong xuyén thay d6i mat khiu/chuyén doi str dung méat khau;

- St dung méat khau khac nhau cho nhirng tip tin bi mit va dé truy cap
Internet;

- C4n than khi lwvu méat khiu trén trinh duyét Web dé6i véi tirng trang
Web cu thé;

- Cai dat, duy tri thiét bi twong Itta, router, software chuyén dung nham

bao vé tinh toan ven cia may chu

4
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Sao lru

Cong dan ky nguyén so

Bao vé dir liéu/may tinh

Dir liéu can dwoc sao lwu thwong xuyén va dwoc cit gitr & nhirng dia

di€m khac nhau. Cin c6 chién lwoc sao lwu:

-Sao lwu trén cac phuwong tién cé thé duy chuyén dwoc: bang ti, dia
ctrng kha chuyén, dia quang;

-Dir liéu cang quan trong, cang thwong xuyén sao lwu. Hau hét cac
Server dwoc sao lwu it nhit mdéi ngay 1 IAn s dung hé thdong tw
dong;

-Khuyén nghi users tao ban sao trén server dé lwu trir dir liéu cia dia
ctrng cuc bo;

-Khi lam viéc vé&i tip tin, can lwu thuwong xuyén. S dung tinh ning
lwu tw dong sau mét chu ky thoi gian.

-Str dung lwu trit cac ban sao lwu trén dién todn dam may. )
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Cong dan ky nguyén so

Xac dinh cac moi de doa tir phin mém
- La phidn mém ng dung dwoc bi mit dit trong hé théng cla
Users dé thu thap cac théng tin cd nhan/riéng tu;

Phin mém |- Cht s& hitu phdn mém spyware thu thip théi quen truy cip
gian diép | Website, Email, Password ctia Users va sau d6 st dung dé giy
(Spyware) | hai/quang céo;

- Spyware dwoc cai dat thong qua virus hodc mot chwong trinh
dwoc tai vé tir Internet;

Phin mém
quang cao |- La phin mém &ng dung cho phép tw déng hién thi/tai quang clo.
(Adware)
Cookie - La mot tap tin nho dat trén may tinh cia Users b&i may chu chira
trang Web dwoc Users tai vé;  Question .
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4/19/2016

Cookie

Phian mém
doc hai
(Malware)

4/19/2016

!V’Tﬁ Cong dan ky nguyén so

Xac dinh cac moéi de doa tir phan mém

- Cookie khong nguy hiém nhwng n6 c6 thé lwu trir Username va
Password cta Users néu tra i “Yes” khi trinh duyét hoi c6 muén
lwu Password hay khong;

- Cookie ciing Iwu vét hoat dong cda trinh duyét;

- Hackers c6 thé truy cdp vao hé théng hodc st dung Spyware dé
danh cip Cookies dé 14y Username va Password cia Users.

- La nhitng chwong trinh hodc tap tin c6 muc dich gay hai cho hé
théng may tinh;
- La mot dang pha hoai c6 pham vi anh hwdng trén toan ciu;

- Malware bao gom Trojan Horse, sdu (Worm), va Virus.
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Phin mém
doc hai
(Malware)

4/19/2016

!!Tg Cong dan ky nguyén so

Xac dinh cac mai de doa tir phin mém
Trojan Horse

- La chwong trinh dwoc thiét ké dé cho phép hackers truy cip tir xa
(Remote Access) téi hé thong may dich;

- Khong giéng nhw virus, Trojan Horse khong dwoc thiét ké tw
nhan ban;

- Trojan Horse duwogc cho 1a ndi tiéng danh cap Password, nhwng né
cling c6 thé x6a cac tAp tin va gay ra cac rac réi khac;

- M3 ngudn Trojan Horse 4n siu bén trong cac tng dung va duwong
nhw khong gy hai, nhwng né cé thé chira virus/worm c6 thé lay
lan. C4c chuyén gia goi virus nay 1a “md&i de doa hon hop” vi né két
hop nhiéu loai ma doc. Hién nay sw két hop Trojan Horse + virus
va worm + virus tré nén pho bién.

- Trojan Horse dwogc cai dat trén hé thong dich khi users chay cac
trng dung bi nhiém.
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doc hai
(Malware)

Cong dan ky nguyén so

Xac dinh cac méi de doa tir phan mém
Sau (Worm)
- V&i s phat trién ciia mang lwdi thw dién ti, sdu da tré thanh mét
mdi quan tAm lén trong cong dong may tinh;
- Khong giéng nhw virus sdu duwoc thiét ké dé 1ay lan tir may tinh
sang may tinh thong qua mang LAN va Internet;
Phin mém |- SAu tao ra cac tai trong khac nhau tlr cac thong diép vo hai dén

viéc x6a bo tap tin doc hai nham chiém lwu lwgng mang;

- Sau st dung thong tin trén mot mdy tinh bi nhiém dé giri thw hang
loat dén tat ca cac dia chi thw c6 trong danh sich thw cia may bi
nhiém;

- S4u tao ra su tir choi, tAn cong dich vu dé tao ra nhiéu hoat dong
vd ich tran ngip trén mang nham lam nghé&n va cubi ciing 1a 1am
mang ngirng hoat dong.

V{4

IIG VIET NAM

doc hai
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Cong dan ky nguyén so

Xac dinh cac moéi de doa tir phin mém

Virus
- La chwong trinh doc hai dwoc thiét ké dé pha hiy cac hé thong
dit liéu va hé thong may tinh;
- Virus 13y nhiém qua cac thiét bi sao chép (USB, CD, Flash Disc),
qua cac tap tin dwoc tai vé tir mang va tir cac tip tin dinh kem gt

Phin mém | qua thw dién t;

- Virus c6 thé:

(Malware) | " Hién thi cac ban tin vo hai trén man hinh;

* Chiém bd nhé 1am mdy tinh hoat ddng chdm/ngin chan céc tién
trinh khac hoat dong;

= Lam hong/pha huy dir liéu;

= X6a ndi dung dia cirng;

-®

4
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Cac diu
hiéu nhan
biét hé
thong bi
nhiém
virus

Cong dan ky nguyén so

Xac dinh cac moi de doa tir phan mém

-C4c tin nhan, cic thong bio xuit hién trén man hinh ma trwdc day
chua tirng cé;

-Hé théng chay chdm hon hodc dét nhién cac chwong trinh/&ng
dung xay ra sw co;

-Cac rng dung khong hoat dong dwoc/cac chwong trinh tw dong
khéi dong;

-Nghe 4m thanh/ban nhac ngiu nhién ma truéc d6 chua tirng co;

-Tén 6 dia/tap tap tin tw ddng thay déi;

-May tinh dwong nhw c6 nhiéu/it tip tin hon truwédc day;

-Xuat hién cac thdng bao 16i do thiéu cac tip tin chwong trinh;

-Nhan cac ban tin c6 tap tin dinh kém tr nguoi la;

-Bat dau nhan nhiéu ban tin RE (Reply)/FW (Forward) c6 tap tin
dinh kém tir nguwdi quen biét ma trwdc dé chwa hé giri ban tin nao
cho ho;

V{4

IIG VIET NAM

Giai phap
phong
ngira
virus

Cong dan ky nguyén so

Xac dinh cac moéi de doa tir phan mém

-Str dung chwong trinh chong virus dé quét bt ky USB, dia CD, dia
flash khi dwa vao may tinh;

-Luon luén quét tap tin dinh kém theo email trwéc khi mé no;

-Str dung phién ban truwc truyén cia chwong trinh chéng virus trén
Website khi chwong trinh chéng virus trén may bi hong;

-Nho chuyén gia k§ thuat quét cac 6 dia trong hé théng dé phat
hién virus tiém nang va sau d6 tim giai phap diét/c6 1ap virus;
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!V'Tﬁ Cong dan ky nguyén so i

Xac dinh cac moéi de doa tir phan mém

Khi chwong trinh chdng virus hoat dong va phat hién virus/cac de
doa, chwong trinh sé dé xuit 2 lya chon: Cach ly/Xda:
-Cach ly: Chwong trinh sé dat tap tin bi nhiém vao vung cach ly dé

Xoil‘ll’ll"us tranh lay nhiém va sé& dwoc x6a sau néu dwoc yéu cau;
01 z S 2 B o XA e 1s X AR T ALl
may tinh |~ X6a: Chwong trinh sé xda vinh vién tap tin bi nhiém khai hé thong.

Néu virus khong thé x6a, chwong trinh sé tw dong cach ly
- Xem lich st quét virus dé kiém tra cac tip tin trong khu vuc cich
ly = x6a bt ky tip tin nao bi nhiém ra khdi may tinh.
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G’vng Cong dan ky nguyén so i

Xac dinh cac mai de doa tir phan mém

-Twong 1ra c6 chirc ndng ki€ém tra tit ca cac théng tin vao ra hé
théng va chadn tat ca thong tin truyén thong dwoc cho 1a c6 hai;

-Twong lra cd nhin thwc hién tat cd cac chirc ndng co ban trén
nhdm bao vé mdy tinh khdi nguy hiém tiém tang tir virus, worm,

Thiét lap i '
S spyware hodc sw xam nhap trai phép tir bén ngoai;
twong lira p‘ R _“p Mplp g
canhan |- Tuonglira cac nhan la phan mém &ng dung;

-Ngoai Firewall Windows tich hop san, users c6 th€ mua phan
mém Firewall tir Third Party;

-Chay hai chwong trinh Firewall cung mét lic c6 thé xdy ra tranh .

chip/mau thuin = 1am héng 14n nhau. 3
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!v’Tﬁ Cong dan ky nguyén so i

Xac dinh cac méi de doa tir phan mém

. - Cap nhit hé diéu hanh dé gidm thiéu cac sw c6 bdo mét;
Cac ban

capnhat | Cap nhat cac &*rng dung dé dam bao c6 nhitng ban cap nhat bao

mait m&i nhat

-Luon c6 thé c6 tap tin du thira trén bat ky thiét bi lwu trir sau khi
gd bd cac rng dung;

-Tap tin dw thira v6 hai nhwng c6 thé chira cac théng tin ca nhan

Cactaptin | , . ... N A A
AP c6 thé bi khai thac néu may tinh bi xam nhap;

dw thira
= Sau khi g& bé mot rng dung, kiém tra 6 dia va xda tat ca cac
thw muc/tip tin cia &ng dung con sot lai (ké ca trong Recycle .
bin) )
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!!ﬁ Cong dan ky nguyén so i
Ngan ngira chan thwong ca nhan

Lam viéc mot cach an toan, thoai mai

- Hoi chirng RSI (Repetitive Strain Injury);
- Anh hwéng ctia hdi chirng RSI;

- Cong thai hoc (Ergonomics) - Khac phuc hoi chirng RSI.

Question
Question
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Tai |

"G Cong dan ky nguyén so

IIG VIET NAM

Bao vé ban than trwc tuyén

Certificate

General |Detais | Certification Path

gl Certificate Information

This certificate is intended for the following purpose(s):
= Ensures the identity of a remote computer

*Refer to the certification authority's statement for detail.
A, pitpy//www.amazon.com/ O~
Issued to: www.amazan.com

Tssued by: VeriSign Class 3 Secure Server CA -G3

Bex
A, https//www.amazon.com/zp/ O ~ @ B ¢ X vebatom 22 it 1o 31y 5
A 2 " 7 A 2 "~ Learn more about tertificates
Phan bao mat Céac tuiy chon bao mat
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V[ L Cong dan ky nguyén so

IIG VIET NAM

Bao vé ban than trwc tuyén

Helio!
As part of our security measures, we regularly screen activity in the Facebook system. We recently
contacted you after noticing an issue on your account.

Spellin Our system detected unusual Copyrights activity linked to your Facebook account, please follow the link
Q__E\bellaw to fil the Copyright Law form:

http://www facebook.com/application_form § Links in email
~———— g
Note: If you dont fill the application your account will be permanently blocked. ( Threats
S - SN
Regards,

Facebook Copyrights Department. § Popular company
e ———i
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!v'Tﬁ Cong dan ky nguyén so i
Nhirng thong tin chia sé

- Ty thudc vao cach riéng ciia mdi ngudi;

- Han ché viéc chia sé/kinh doanh thdéng tin c4 nhan v&i bat ky ai ma minh dang
tro chuyén truc tuyén;

- Can than khi tin twéng mot ai d6 trong thé gidi do;

- Tranh gtti cac théng tin ca nhan: tuoi, gidi tinh, s6 dién thoai,... trwc tuyén;

- Can than trong khi dang bai viét va hinh dnh ctia minh lén cac trang mang xa
hoi.
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G’vng Cong dan ky nguyén so

1. Pirng dién thong tin vao bat ky biéu mau truc tuyén no.

2.Néu mudn dang ky trén mot trang Web nao d6, can chic chan khong lwa chon
cac tuy chon xac dinh mu6n nhén thw vé sdn phdm hay dich vu lién quan;

3. Xba cac lich str duyét Web /thiét 14p thoi gian dé trinh duyét x6a tw dong;

4. Nhap nhitng thong tin nhay cdm (username, password) & nhirng noi tach
biét/che man hinh khi nhip;

5.Mua phan mém ctia Third Party x6a vinh vién lich st duyét Web
(WinShredder/Privacy Erase Pro);

6. Tranh str dung cac chwong trinh add-in hoac cac thanh cong cu dworc cai cung

v&i chwong trinh tai vé
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!&ﬁ Tim kiém thong tin i

Tim ki€ém dir liéu trén Internet
Panh gia két qua tim kiém

N\ =N

Tim kiém thong tin trén mot Web site xac dinh

M4y tim Kiém (Search Engine) va cach thirc hoat dong

Thu hep tim kiém

Panh gia thong tin trén Internet ..
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!&g Tim Kiém thong tin

Tim ki€m dit liéu trén Internet ‘

- Users c6 thé tim dugc nhitng thong tin tét/théng tin con dang tranh cai trong
moi treong Internet;
- Website khac nhau sé chira théng tin khac nhau:

| Website doanh nghiép |Chita cac théng tin vé san phAm/dich vu;

I Website chinh phu Chtra cac thong tin lién quan phong/ban/t6 chirc;

Cho phép chia sé hinh anh, games, video, tro chuyén

Website mang xa hoi g X iy
tryc tuyén, mau tin don gian

e Lot ok LA Cho phép nhép cac binh luin/théng tin lién quan vé
Nhat ky ca nhan Blog e
Website Wiki B,u'(_)'cA str dung nhw cac nguén cung cap thong tin va .
cac cong cu b

i —
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!,!ﬁ Tim kiém thong tin i
Tim kiém dir liéu trén Internet ‘

YouTube Cho phép tai thong tin & dang Podcast

JiEhseleunsiean Cung cap cong cu tim kiém

lién két
Website khic Cho.phep tai cac tap tin da phwong tién; hinh anh, video,
audio, podcast.
Website chuyén dé

dao tao (edu) Chtra lién két véi cac trweong pho thong, cao dang, dai hoc
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!iﬁ Tim Kiém thong tin i
St dung cong nghé Search Engine \

1. Duwa trén tiéu chi da lap;

2. Git chi muc (index) cac tir da dwoc tim thiy;

3. Hién thi vi tri dé tim kiém théng tin dwoc lwu trir trong
chi muc do.

Tac vu co’ ban
Question

Searcg E.llgme Google, Bing, Ask, Yahoo Rearch! Question Question Question
pho bién

Google
B oing

YaHoO!

4/19/2016 Tai liéu tap huén 1C3 GS4 - Living Online 156

Tai liéu tap hudn IC3 GS4 - Living Online 78


D:/Bài giảng IC3 GS4/IC3 GS4 Presentations/Living Online Questions.pptx#5. Living Online
D:/Bài giảng IC3 GS4/IC3 GS4 Presentations/Living Online Questions.pptx#7. Living Online
D:/Bài giảng IC3 GS4/IC3 GS4 Presentations/Living Online Questions.pptx#9. Living Online
D:/Bài giảng IC3 GS4/IC3 GS4 Presentations/Living Online Questions.pptx#37. Living Online

[IG Vietnam 4/19/2016

!&g Tim kiém thong tin i

Phwong thirc lam viéc ctia Search Engine
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!&g Tim kiém thong tin

St dung Search Engine

le

Vietnam
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"G Tim kiém thong tin

IIG VIET NAM

St dung Search Engine

I michael jackson B cutocn.com 301
mickey mouse

microseft ga " ot security essentials
it mic hael kors e icosoft 365
® Game microsoft office
[ RC Y™ michelle trachtenberg
microsaft word
michael douglag micrasoft login
michael phelps il ricresaft ward

i office
BB sescenger

micre center
ricrosoft update
[ RTEE

& wam

Mict

ST Google [we K
Wiciesoft sorp. microsoft
Micisehip technology micresoft security essentials
Microsolt office 2010 free download microsoft office
Microsoft ward 2010 free download .
Microsoft security essentials download microsoft account
soft security essentials. Press Enter to search.

o Wiciosoft 2010 free download
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NG Tim kiém thong tin

IIG VIET NAM

Panh gia thong tin

- Kiém tra trinh d6 tac gia, kinh nghiém nha xuit ban,
Po chinh xac va tinh mdi quan hé giira tic gid va nha xuit ban;
xac thwe - Tim hiéu phan About us, Mission, Philosophy; Profile
trong Website
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